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C230 
C240 

AF AMIL Y OF COMPATIBLE 
SUPERCOMPUTERS 

Relative Number of 
speed Processors 

IX 1 Entry Level Supercomputer 

1.7X i 
3.4X 2 Mid Range Parallel Processor 

2.5X 1 
5.0X 2 
7.5X 3 

IO.OX 4 Parallel Processing Supercomputer 

lOX Range of Compatible Performance 

~[Q!] 

I mbus I PDU I 1cTI PDU PDU 
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Summary of the C Series 

Relatlve Number of 
Processor I Perfonnancal Procassora f Cycle Thne I Max Memory! Memory 8/Wf LO 8/W 

nsecs GB MB/seo MB/soo 

I • I /I I- I I . 11111 

C130 1.7 1 60 I 1 I 160 I 80 

c21_0: I 2.5 1 40· I 2,. I 200 I 160 ... 

c220. s:o, 2 40 2 400 160 
C230. 1. 7:5" 3 40 2. 600 160 
-C240 1 1 o:o· 4 40 . 2. 800 160 
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Cl FUNCTIONAL SUBSYSTEMS 

• Is a tightly coupled asymmetric 
multiprocessor 

• Is composed of five functional subsystems: 

o Service Processor Subsystem 

o Input/Output Subsystem 

o Memory Subsystem 

o Central Processing Unit Subsystem 

o Electromechanical Subsystem 

• The system is asymmetric because each 
processor performs a unique set of tasks 

• The system is tightly coupled because 
communication between the subsystems is 
through shared memory 

• ConvexOS is the main operating system 
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Cl SYSTEM FEATURES 

• High-speed scientific computer with 
integrated vector artd scalar processing 

• RISC. (Redticed Instruction Set Computer) 
architecttire · 

•Highly-pipelined. iinpleineritation 

• Both 32-bit and 64-bit caicuiations 
supported in hardware 

' . 

• Independent; high-performance intelligent 
I/0 subsystems · 

•High-speed MULTIBUS_a.rid/<?r VMEBUS _ 
subsyst:em with tip to i60 MULTIBUS I/0 
controllers . . · 

• Extensive reliability, availability, and 
servic~abi1ity feattires · 

. . 

• Compact 19-lnch RETMA(rtiggedized 
extensively tested ·mi1itary accepted) 
package, air-cooled 

• Rugged construction and low power 
consumption 

s t!JOO CONVEX - Education Center 1-001t Aug 22, l!J!JO 
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Cl MEMORY SYSTEM 

• Maximum physical memory 

o Original Cl - 128 megabytes 

o Cl XL - 64 megabytes. 

o Cl XP - 1 gigabyte 

• Virtual address space - 4 gigabytes 

• Maximum user program space - 2 gigabytes 

• Memory page size - 4096 bytes 

• Memory bandwidth - 80 megabytes/second 

• Memory interleaving 

o Original Cl - iixed, four-way 

o Cl XL - iixed, four-way interleaving 

o Cl XP - extended interleaving (from 
four-way to 32-way) 

• Physical cache - 64 kbytes; 50 ns access 

• Instruction cache 

o Cl XL - 1024 bytes 

o Cl XP - 4096 bytes 
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Ci REGISTERS 

• Data paths are 72 bits wide (64. data bits 
plus 8 SECDE:b bits) 

• Address registers (A regs), 

o 32 bits wide 

o Eight registers (Ao - A7) 

• Scalar data registers_ (S regs) 

o 64 bits wide 

o Eight registers (Sd - S7) . : . . " . . . . 
•Vector registers (VO .:. V7) 

o 64 bits wide by 128 e1ehient deep 
. ~ ~ r . • . 

o Eight registers (VO - ·V7) 

• Processor ·cytie time - ioo tlahoseconds 

• Peak processing 

o 40 MF~bPS (:trti11lon fldating-point 
operatiotiS per second) . 

o Cl XL - 4.MIPS (rnii1ioh instructions 
per second) 

o 01 XP - 6 MIPS 

°£:.l!l!JO CONVEX- Education Center 1-008t Aug 22, I !J!JO 



Cl I/0 SYSTEM 

• System may include from one to -fl_ve 
68000-based channel control units (CCU) 

• Up to two MULTIBUS chassis per IOP 
(CCU) 

• MULTIBUS bandwidth - 4 megabytes per 
second 

•l/0 bus (PBUS) bandwidth - 80 megabytes 
per second 

• 68000-based service processor (SPU) 

• Power - 3200 watts (standard); 4500 
• maximum 

•AC power: 208VAC, 60 HZ, 3 phase, 15 
amps 

,~ l!J!JO CONVEX - Etlucation Center 1-00!Jt ,\ug :.?:.?, I !l!JO 
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02 DESCRIPTION 

• Processor is corn posed of the following 6 
boards 

oVPD 

oVPC 

oDCU 

o SFU 

o IPP 

oASP 

Vector Processor Data 
' 

Vector Processor Control 

Data Cache Unit 
Sca1ar Fti:hctioha1 Unit 

Instrtictiorl Pre-Processor 

Address Scalar Processor 

• Service Processor (SP2) 
o Second geheratio·ti service processor 

o Controis the system ciocks and gates 
the clocks to the ~ysterii boards 

o Has the highest pfiority·tb the 
MCMs(ineniory Units) 

• System Utility Board (CPX) 

o Contains the feferehced ahd modified 
bits 

o Contains the cdrrttntihicatioh registers 
for the synchfo:hization qf processors 
(128 64-bit registers with locks) 

-~ HHJO CONVEX - Education Center- l-0l2t Aug :!:!, 1 !!!JO 
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C2 DESCRIPTION (CONT.) 

• Memory system 

o Composed of pairs of MCM boards 
(odd artd even) 

o Each MCM supports 32-bit data and 
parity 

o Each MCM has 5 ports which support 
200 Mbytes/second transfers 

o All vector load/stores use the scalar 
processor to access memory 

• Peripheral Interface Adaptor (PIA) 

o Generates all the system clocks ( 40 ns) 

o Interface to the E port from the 
memory system 

o Provides arbitration for SP2 and I/O 
(SP2 > I/O) , 

• Channel Control Units (CCU) 

o System supports 4 boards of the 
following types: HSP, IDS, IOP, and 
VIOP 

: I !JOO CONVEX - Education Ccn ter l-013t Aug;'.!:!, l!l!JO 
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THE BOOTING PROCESS 

• You can power-up or shutdown to any of 
the fallowing operational environments: 

o Front Panel 

o Service Processor Unit 

o ConvexOS single-user mode 

o ConvexOS multi-user mode 

{;U:HJO CONVEX - Education Center 2-00lt Aug 8, 1000 



PROCESSOR OPERATIONAL ENVIRONMEN'I 

• Power-up/power-down 
' I 

o Power-up mode - normal mode 

o Power-down mode 

• Soft Front Panel (firmware) 

o Modify settings 01 the firmware 

o Select system boot options 

• Service Processor Unit (SPtJ) UNIX 

o. Contro1s diagnostic software 

o Coordinates error logging 

o Boots CohvexOS 

• C~nvexOS sing1e-i.1sef 

o Superuser exectites corrtinands 

o Only the root partitldh is inounted 

• ConvexOS mtiiti~tiser 
o All partitions are mounted 

o Users may log_in 

':S:1000 CONVEX- Education Center 2-002t 



POWERING UP THE SYSTEM 

• Proceedure for powering up from complete 
shutdown: 

o On the CPU bay, turn the AC power 
controller mode switch to RE1V!OTE 

o Turn on the system breaker · 

o Do the same to the other cabinets 

o Turn on the tapes, first the breaker, 
then the power switch in fr.ant 

o Turn on the disks, first the breaker, 
then the power switch in front 

o Turn on console 
.. 

o Select the appropriate ~eyswitch 
setting 

{ U)!)Q·CONVEX- Education Center 2-003t Aug 8, l!J!JO 



FRONT PANEL OPERATiON 
\ 
' 

• The Front Panel is located at the top of 
the leftmost bay, inside the front door 

• The Front Panel contairts a keyswitch, a 
reset switch, and several indicators: 

o Attention 

o Power On 

oRun 

• The Keyswitch has 4 positions: 

o Off 

o Local Maintenance 

o Secure 

o Remote Maintenance 

• The reset switch is tised to force.the system 
to reboot 

f UJ!JO.CONVEX- Education Center 2-004t Aug 8, 1000 



KEYSWITCH SETTINGS 

The keyswitch has four positions: 

• OFF 

• LOCAL MAJ1VTE1VANCE 

o System boots the Soft Front Panel on 
power-up 

o System reset button is enabled 

o Access to the SPU (with -p) is allowed 
at system console 

• REMOTE MAINTEJVANCE 

· o Similar to LOCAL MAINTENANCE 

o Commands go through the SPU modem, 
port 

• SECURE EXECUTION 

o Boots to multi-user mode when 
automatic boot is enabled at the Soft 
Front Panel 

o System reset button is disabled 

o Access to the SPU is disabled 

o System console is disabled 

{, HJ!JO CONVEX- Education Center 2-005t Aug 8, l!J!JO 



BOOTING THE SOFT FRONT PANEL 

• The Soft Front Pane1 is tised td' control 
firmware operations 

• To boot the Soft Fr~nt Panel_ (after 
power-down), tt1r·h the keyswitch from 
to LOCAL MAINTENANCE 

• The default Soft Frd~t Pa~el display: 

OFF 

Convex-1 Front Panel / M6duie Rev: 2; 6, Version: 1 / CPU SN 17 
mode-of-operation,= norma.1-os ·• . boot-device = disk · 
location-of-bootstrap~. d.e~a.ult•-. power-up-reboot= enable 
automatic-reboot= enable spu-selftest = disable 
os-f lags = 0 · remote-port-bps = 1200 

, (fp) > 

• The Soft Frdrlt Panel prompt: (f p) > 
o The erase ·ch~ratter: <DEL> 

• Alternate w;j,ys to dlsp1ay the front panel: 

o Set Soft Frotlt Partel option power-up­
reboot to d~sa.bie (stops at Front Panel 
on power ihterftiptiort) 

. , 

o Press .. reset button when keyswitch is in 
LOCAL MAINTENANCE 

o File incohsisteny errors will be caused 
on ConvexOS and SPU UNIX by 
pressihg the reset button while 
ConvexOS is running 

°£,,l!J!JO CONVEX- Education Center 2-006t Aug 8, 1990 



SOFT FRONT PANEL COMMANDS 

• Basic commands: 

b or boot 
d or display 
h or help 

Boots SPU and ConvexOS 
Displays switch settings 
Displays a help screen 

s or set Sets panel switches 

• Format of the s or set command: 

(fp) > s switch = value 

• The switch and value can be abbreviated by 
using the first character of switch and the 
first character of value 

(fp) > set mode = normal-os 
or 

(fp) > s m = n 

s. t9!JO CONVEX - Education Center 2-007t Aug 8, l!J!JO 



SOFT FRONT P .ANEL SWITCHES 

• b or boot-device settings are: 

d or disk Boot from disk 
t or tape Boo~ from tape 

• l or location-of-boot-strap settings are: 

d or default Location of bootstrap 
1,2,3 Three backup locations 

• p or power-up-reboot settings are: 

d or disable 
· e or enable 

. No automatic reboot 
Forces automatic reboo"t, 

• a or automatic-reboot s~ttirig~ are: 
d or disable Booting disabled at 

Frottt' Panel . 
e or enable llobtirig enabled at Fron 

Parte1 . 

• m or mode-of-operation settings are: 

n or normal-os Boot multi-user 
a or al ternate-os Merlti selection 
d or diagnostic Rtirt diagnostics 

f.l!JOO CONVEX- Education Center 2-008t Aug 8, 1090 



BOOTING SPU UNIX 

• SPU UNIX starts up from the Soft Front 
Panel 

• The "automatic-reboot" flag starts SPU 
UNIX automatically when the Keyswitch is 
in the "secure" position 

• The "boot" command starts SPU UNIX at 
the Soft Front Panel 

• SPU UNIX boots from the 20MB SPU 
Winchester disk 

• (spu) > is the prompt for SPU UNIX 

• UNIX V7 Bourne Shell is the command 
interpreter for the SPU 

£ HJOO CONVEX- Education Center 2-009t Aug 8, HJ!JO 



BOOTING ConvexOS 

• Programs to boot ConvexOS from SPU 
UNIX are kept in /mnt/os on the SPU 
UNIX file system 

. ' 

• A shell program /mnt/ os/bootcmd executes 
the boot programs 

• To boot ConvexOS to :tnu1ti~tiser mode 
enter the following SPtJ._tJNIX commands: 

. . ; . 

(spu)> cd /rnnt/os · . ·. : 
(spu)> boot 

• The file system check ptograin f sck is run 
when booting to rrtti1ti-tiseif itibde from the 
(spu)> ' .. ,. · 

• To boot Coti\rexOS to. sirtgi~ tiser mode 
enter the fo11owifig S~b trNtx commands:· 

(spu)> cd /rnht/os . 
(spu)> boot single 

• f sck does not rtin w:heh booting to single­
user mode 

• fsck may be rtin tna.htially (if appropriate) 
before going to mtilti-tiser mode 

'£.l!J!JO CONVEX - Education Center 2-0lOt Aug 8, 19!10 



ConvexOS BOOT PROCESS TO MULTI-USER 

• The hardware is initialized 

• The operating system is loaded from the 
SPU UNIX file /mnt/os/vmunix 

• ConvexOS uses the SPU file /ioconfig to 
determine the peripheral configuration 

• IOP software is loaded in the I/O 
processors from the SPU file /mnt/os/iop 

• The /mnt/e_rrlog is started 

• The ConvexOS root file system is checked 
and mounted 

• The ConvexOS /etc/init program •is started 

•Various daemons and accounting are 
started from the /etc/re, /etc/re.local and 
/ etc/re.std files 

• The multi-user (login) prompt is displayed 

· ~ UJ!JO CONVEX - Education Center 2-0llt Aug 8, l!J!J0 



SYSTEM SlttJTDOWN 

• Use the /etc/shutdown program to terminate 
ConvexOS 

• shutdown command format:' 
/etc/shutdown [ options] time [ warning_message] . 

• shutdown options: 

-k Don't shut the system down. Only 
print the warning messages 

-h Halt the CPU (shti.~down to SPU) 

-r Shutdown with automatic reboot 

• The shutdown time cah be passed as a 
parameter in ohe of three formats: 

+minutes Bring it•tlow:h irt minutes minutes 
hour: min Bring it tlown at a specific time 
now· Bring it;tlbwti immediately 

• To shutdowrt td sitigle-user mode: 
/etc/shutdown now "For system upgrade" 

• To shutdown to the SPtJ: 
/etc/shutdown -h +15 11 For hardware test" 
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SYSTEM SHUTDOWN (Continued) 

• shutdown will use wall to periodically warn 
users of the impending shutdown 

• 5 minutes before shutdown the file 
/etc/nologin is created containing the 
shutdown message 

o Only superuser. can login 

o Normal users will be denied permission 
to login 

• Process ID for shutdown is displayed when 
shutdown is invoked 

•shutdown can be terminated with the kill 
command 

•Before completing shutdown places a record 
containing the date and the reason for the 
shutdown in the file /usr/adm/shutdownlog 

·t l!J!JO CONVEX - Education Center 2-013t Aug 8, lO!JO 



• t .· r .· l .. · , · 

SAMPLE SHUTDOWN 

# shutdown -h now ; going down for pm, 

Shutdown at 09: 56 (in o minutes) [pid 115] 
# '· ' 

*** FINAL syst'eiri shutdown message 
from root@Customer *** 

System going down IMMEDIATELY 
· ... going dowri :r or pm .. 

System shutdown time ha.s a·rri ved 
[_ cpu@0~: 56: 20] syncing ciisks. 
[_cpu@09: 5~: 20] ·done · · . 

· [ cpu@09: 56: 21] ha1 tirig .in tight loop: 
/mnt/os/boot_cpti i 47 Terminated . 

Cleaning tip SPU ·processes ... 
boot: 50 Kilied 

I 

(spu) > 
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OTHER SHUTDOWN COMMANDS 

• There are two other commands associated 
with shutdown /etc/halt and /etc/reboot 

o halt stops the processor and brings the 
system down to the SPU 

o reboot causes the system to shutdown 
and reboot ConvexOS 

• These commands can be given the options 

o -n which causes the system not to sync 
the disks 

o -q does a quick ungraceful shutdown 
where running processes are not 
terminated 

~.HJ!JO' CONVEX - Education Center 2-015t Aug 8, lO!JO 



SHUTDOWN TO THE FRONT PANEL 

• Turn the keyswitch to LOCAL position 

• Shutdown to the Sl?U: 

# shutdown -h now 

• At the (spu) > prompt_ ertter the command 
/etc/reboot_ 

(spu) > I etc/reboot 

The (fp) > prompt is dispiayed 

'f.1000,CONVEX- Education Center 2-016t Aug 8, 100.0 



POWER DOWN FROM ConvexOS 

• Enter the shutdown command to halt the 
CPU from multi-user mode: 
# /etc/shutdown -h +10 "Hardware 
upgrade" 

• At the console (spu) > prompt, enter the 
power down command (pwrdwn): 

(spu) > pwrdv1n 

. • When the Ready for powerdown message is 
displayed: 

o Turn off appropriate devices 

o Set keyswitch to OFF 

o Move AC qreaker to off (if necessary) 

• Put keyswitch in LOCAL position to 
display SOFT FRONT PANEL on power 
up 
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SHUTDOWN/REBOOT WITH SYSTEM HANG 

• If the system hangs arttl it is not possible to 
execute a shutdown conirrtand 

o Set the system conso1e.keyswitch to 
LOCAL 

o Access the SPU by entering CTRL P 

• Kill SPU processes gratefully: 

(spu)> osclean 
(spu)>. sysreset 

. . 

• Reboot with the cohiinantl: 

(spu)> boot 

'. 

'[ moo CONVEX - Education Center 2-oist Aug 8, to!JO 
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ACCESSING THE SPU FROM ConvexOS 
\ 

• To access the SPU while ConvexOS is 
running, enter CTRL P -(-p) at the system 
console 

• To return to multi-user mode (while 
ConvexOS is running), enter CTRL D (-D) at 
the system console -

***WARNING*** 

• Some SPU commands can cause the system 
to crash if executed while ConvexOS is . 
running 
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SYSTEM PROMPTS 

sm=d 
b 

f n,1..,1 _,__\ ~ (}.·~, 

~\ 5·.~-~ 
(J-::, ~ '-<;Ju.ox SI\ ili) 

reset 

(fp)> 

' 

/etc/reboot 

(spu)> 
boot 

shutdown •h 

i---

' 
dshell exit 

. 

@1990_ CONVEX - Education Center 

sm=a 
b 

-

----

p 

2-020t 

sm=n 
b 

multi 
single 
mini 
quit 

II 
( single user) 

shutdown 

J O;J ~ ~ 
-t 

(multi user) 
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BOOT PROGRAMS & FILES 

Programs and files used in the boot process 

! Program Location 
1 or File 
I 

I bootcmd SPU 

1 bootcmd.local SPU 

: / etc/init I ConvexOS 
l 
1· 

! /etc/re I ConvexOS 
I I 
I I 

I 

/ etc/re.local I ConvexOS 

/ etc/re.std ConvexOS 

1 /etc/fsck SPU & ConvexOS 

: /ioconfig SPU 
I 

'/mnt/errlog SPU 

f UJ90 CONVEX• Education Center 2-021t 

Function 

Selects mode of boot 

Modifies boot parameters 

First process in Convex OS· 
Begins all other processes 

Sets up OS operation 
Starts accounting 
Calls re.local 

Set up local OS requirements 

Set up local daemons 

Checks the disk file systems 
at boot time 

identifies I/0 devices attac:qed 
to the system 

records boot operations 
and system errors 

Aug 8, 1000 



THE /etc/init PROGRAM 

• The /etc/init program is rurt by the 
operation system as process number 1 

• All processes except system kernel 
processes are descended f ram init 

• init does the following: 

· o Executes the cohiirtartds listed in 
/ etc/. inittc 

o If the boot single command. had been 
requested, init performs the f ollowirtg 
operatiohs: 

* Starts stipertisef sheii on console 
; 

* Interfaces with the superuser 

* Cohtirtties at she11 termination 

o Creates a process for each terminal e 
port for login 

o Executes tdintrtands f ram the file 
/etc/re ahd /etc/re.local flies 

o init calls getty : which ertables login ports 

• The multi-tiser prompt (login) appears on 
the console 
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/etc/re (page 1) 

The / etc/re file is a Bourne shell script used to initialize the operating 
system. 

# redirect all output to the console 
exec> /dev/console 2>tt1 

The first line is a comment l-ine in the Bourne shell, the 
second line redirects the output of the command lines 
to the console. 

HOME=/; export HOME 

This line sets the variable "HOi\llE" as/, then passes 
the varfoble to the interpreter. 

PATH=/bin:/usr/bin 

This line sets the "PATH" variable as /bin and /usr /bin · 

# 

# Reset timezone 

Comment lines 

if [ -r /etc/timezone name J 
then 

date -z 'cat /etc/timezone na.me' 
fi 

This if then block tests to see if the file "/etc/timezone...:name" 
is readable. ( -r /etc/t£mezone..J1,ame j If the file i.s readable, 

the contents are used with the date command to set the timezone to 
that specified in the file. The back quotes cause the result of 

# 

the cat command to be passed as an option to the date command. 

The Ji is the end of an if statement in the Bourne shell. 

# load stripe filesystem tables 
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/etc/re (page 2) 

if [ -r /etc/stripecap] 
then 

/etc/putst -a 
fi· 

# 

This if then. block tests to see if striped files systems are defined 

in the /etc/stripecap file. ( stripecap is built when the 
newst command is run. ) If the file i·s readable, the putst command 
passes these definitions to· the kernel. 

The next section provides for variations in the handling of the 

file systems during the boot porcess. 

if [ -r /fastboot] 
then 

rm -f /f astboot 
echo · Fa.st boot ... skipping disk checks· 

If the file /! astboot is readable, (it is created with the fas th alt· 

command), the file is removed. The echo message appears on the console. 

e lif [ $ ix = au tobootx ] 
then 

echo · Automatic reboot in progress ... · 
date 

The echo message appears on the screen and the date command is 

executed. 

/etc/preen 

The /etc/preen program is run. This program does a file system 

consistency check on all the 4. 2 type file systems found in 

the /stab file. 
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else 

/etc/re (page 3) 

case $? in 
0) 

4) 

8) 

12) 

date 
, , 

/etc/reboot -n · 
, , 

echo 'Automatic reboot failed ... help!· 
exit 1 -

echo · Reboot interrupted· 
exit 1 
, , 

echo 'Unknown error in reboot· 
exit 1 
, , 

esac 
The exit status of the /etc/preen program is checked. A. normal 

exit would have a value of 0, after which the date commad is 

exec11,ted. A status of 4 would indicate the root filesystem 

had an error discovered during the filesystem check and the 

boot process is started over again. A status of 8 indicates 

an error occured during the file system checks of another file 

in /stab that must be corrected by the operator attempting 

to boot the system. A stat·us of 12 indicates the operator 

interrupted the boot process. This is usually done with a 

control c at the console. Any other stat·us, indicated by the * 

is undefined and assumed to be an error. The "exit 1" lines 

are ·used to exit the re script with a value of 1. This wo·uld 

return to single user at this point. 

date 
If date has not been run from another case, then execute the date 

command. 
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/etc/fc (page 4) \ 

fl 
End of the if then block. 

rm -f /etc/nologin 
The nologin file is created with the shutdown command to prevent 
users from logging in while the system is preparing to shutdown. 
Even if the file exist, root can login be/ ore the system .shuts 
down. Root could kill the process id of the shutdown command. 
This file needs to be removed before users cdn login into the 
system. 

# attempt to rationally rec~ver bile passwd file if needed 
The /etc/ptmp file is credted when modifications are being 
made to the password file with the password command, the 
nu command, or the vipw command. In the event the system 
crashed while one of these commands is in use then the 
file would still exist; It is used as a backup copy and 
as a locking mechanism for these commands. The status of the 
ptmp and the pdsswd Jiles cite. compared, and if necessary, 
ptmp is used to rebuild the pa_sswd file. The -s test is 
used to test i/ the file size is greater than o. 

if [ -s /etc/ptmp 1 
then 

if [ -s /etc/passwd ] 
then 

ls -1 / etc/passwd / etc/ptmp 
rm -f /etc/ptmp . # should really remove the shorter 

else 

fl 

echo . pa.sswd file recovered from· ptmp. 
mv /etc/ptmp /etc/passwd 

. . 

ellf ( -r /etc/ptmp ] 
then 

fl 

echo 'removing passwd lock file· 
rm -f /etc/ptmp 
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/etc/re (page 5) 

/etc/umount -a> /dev/null 2>&1 

All files systems are unmounted. In the event of an unus1tal shutdown, 
this step closes remotely mounted filesystems. It serves to 
notify other hosts on the network to close the ports that serve 
the network filesysems to this host. 

cp /dev/null /etc/mtab 
This clears the m01.mt table. 

/etc/swapon -a 
Th£s adds all swap areas defined in /stab. 

/etc/mount -f / 
This Jorces the mount of the root partition. 

/etc/mount -at 4. 2 
This attaches all 4- 2 type Jilesystems. 

# attempt to recover 8. O nqsdaemon and qmgr 

if [ -f /usr/lib/nqs/nqsdaemon ] ; then 
if cmp /usr/lib/nqs/nqsdaemon /usr/lib/nqs/nqsdaemon. 8. O 

> /dev/null 2>&1. 

fi 

then 
echo 

else 
echo 're-installing nqsdaemon' 
cp /usr/lib/nqs/nqsdaemon. 8. O /usr/lib/nqs/nqsdaemon 

fi 

This if then block checks the status of nqsdeamon. It is compared 
to the 8. 0 -version to ins1.tre integrity, and replaced if corrupted. 

if [ -f /usr/convex/gmgr]; then 
if cmp /usr/convex/qmgr /usr/convex/qmgr.8.0 > /dev/null 2>8!:1 
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/etc/re (page 6) 

then 
echo 

else 
echo · re-installing qmgr' 
cp /usr/convex/qmgr. 8. O /usr/conve~/qmgr 

fi 
fi 

This if then block checks the status of qmgr. It is compared 
to the 8. O version to insure ·integrit,y, and replaced if corrnpted, 

if [ -f /etc/re. local]: then 
sh /etc/re. local 

else 
echo 'Cannot find /etc/re.local' 

fi 

This -if th~n block tests to see if /etc/re. local t's a /£le. If 
it is. a shell is created to run the contents of re. local. The 
re program continues after re. local has finished. If there is 
no re. local, notif,y the console that no re. local is available. 

/etc/ifconfig loO localhost. up 

If config is used to bring up the loop back· network. This· is used 
to support talk and other utt'lities, even- if a. network is not 
·installed. 

Cd /tmp 
echo · preserving editor files• 
/usr /lib/ ex3. 7pres erve -a · 

The working directory is changed to /tmp, where the preserve 
program looks for the image buffers used with editors. If 
b11ffers are found, the user is notified by mail, with instructions 
for the recovery of the most recent changes to a file which 
was being edited when the system halted. ( used for crash recovery) 
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/etc/re (page 7) 

if [ -f /etc/re. std J ; then 
sh /etc/re. std 

else 

fi 
echo · Cannot find /etc/re. std· 

Test to see if re.std is a file and run the contents in a 
Bo11,rne shell if the file exist. Otherwise notify the console 

that there is no re. std to run. 

echo 'initializing accounting' 
/etc/ace ton /usr / adm/acct 

Turn on the accounting system and use the /usr/adm/acct directory 
to hold the information collected by the accounting program. 

cd I 
date 
exit o 

Change the working directory to root, execute the date command, 

then exit re wi"th a status of 0. 
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/etc/re.local (page 1) 

The /etc/re.local file is a Bourne sheli script used to initialize the 
operating system. This script is caiied from re and is used to reflect 
specific changes for a system. 

PATH=/etc:/usr/etc:/bin:/usr/ucb:/usr/bin:/usr/convex 
export PATH 

The search path is expanded. 

/bin/hostname convext 

This line sets the hostname. In this example the system name 
is convext. The system administrator edits this file to enter 
the hostname of the system. 

if [ -f /b1n/domainname ] ; then 

fi 
/bin/domainname "" ·#only set if Yellow Pages is used 

This if then block tests to :See if the /bin/domain file exists. 
If yellow page.s £s in use,· your domain name ·'needs to be added 
between .the quotes. 

if [ -f /etc/ifconf1g]: then 

f1 

/etc/ifconfig exO •/bin/host.name' up netmask Oxfff fffOO \ . 
>/dev/console · · 

# All physical interfaces MUST be configured before loo is conf lg~ 
/etc/ifconfig loO locaihost tip . >/dev/console 

if config is used to initialize the network, ex6 refers to a hardware 
controller. Each controller m·ust be initalized at boot time, 
additional entries may be needed for additional controllers. 
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/etc/re.local (page 2) 

# syslogd must be started before any other daemons. 

if [ -f /usr/etc/syslogd ] ; then 
rm -f /dev/log 
/usr/etc/syslogd ?L echo 'starting system logger· >/dev/console 

fi 
The syslog daemon places' entries into the log file as specified 

·in /etcj.syslog. conj. 

echo -n · starting rpc and net services: · 
if [ -f /etc/portmap ] ; then 

/etc/port.map ct echo -n • portmap' 
fi 

>/dev/console 

>/dev/console 

The portmap daemon is used to assign Remote Procedure Calls (RPS) 
to a port number in the server. 

if [ -f /bin/domainname -a. "' /bin/doma.inna.me ·" ! = "" ] ; then 
if [ -f /usr/etc/ypserv -a -d /etc/yp/' /bin/doma.inname · ] ; then 

/usr/etc/ypserv & echo -n · ypserv· >/dev/console 
fi 
if [ -f /etc/ypbind J; then 

/ etc/ypbind ?L echo -n ' ypbind · 
fi 

>/dev/console 

fi 
If yellow pages are in use and the domain name· is set, the 

yellow page daemons are started. 

if [ -f /etc/routed ] ; then 
/etc/routed & echo -n • routed· 

fi 
>/dev/console 

The ro·ute daemon is used to manage the address ro11,te tables 

for Network File Systems (NFS). 

if [ -f / etc/biod ] ; then 
/ etc/biod 4 & echo -n ' biod · 

fi 
>/dev/console 
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/etc/re.local (page 3) 

biod is the block i/o daemon that handles client request in NFS. 

if [ -f /etc/nfsd -a -f /etc/exports -a -f /usr/etc/exportfs J; then 
/etc/nfsd 4 &; echo -n ' nfsd • >/dev/console 
>/etc/xtab; /usr/etc/exportfs -a k 

fi 

echo 

nf sd ·is the NFS daemon used on the .server to handle NFS r,equests. 

>/dev/console 

/etc/umount -at nfs 

A.ll nf s type file systems are unmounted. If the system goes down 
without closing the RPCs, this wiil notify the servers to close 
any open RPCs. 

/etc/mount -vat nfs &; > /dev / console 2>.ti 

After all RPCs are closed on the servers, the network file systems 
are attached. 

echo -n · checking quotas: • · 
/usr I etc/ quota.check ~p -a. 
/usr I etc/ quotaon :..a. 

echo ·done. · 

>/dev/console 
>/dev/console 2>t1 

·>/dev/console 

If quota file systems are set up, quotas are turned on. 

echo -n 'local daemons: • 
if [ -f / e tc/rwhod ] : then 

/etc/rwhod &; echo -n ' rwhod' 
fi 

>/dev/console 

>/dev/console 

The rwho daemon is started. This daemon maintains the databases 
·used by the rwho and ruptime ,commands. 

if [ -f /etc/stat]: then 
/etc/stat a,; echo -n • statistics' 

fi 
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/etc/re.local (page 4) 

stat is used to obtain information about files in the system. 

if [ -f /usr /lib/nqs/nqsdaemon ] : then 
/usr/lib/nqs/nqsdaemon .t echo -n · CXbatch · 

fi 
>/dev/console 

The nqsdaemon handles local CXbatch activities such as .rnbmit, 
or l-ist. 

if [ -f /etc/rpc. statd -a -f /etc/rpc. lockd ] ; 
/etc/rpc. statd .t echo -n • statd • 
/etc/rpc. lockd .t echo -n · lockd · 

then 
>/dev/console 
>/dev/console 

fi 

statd and lockd provide crash recovery for the NFS services. 

if [ -d /tftpboot ] : then 

fi 

echo 

if [ -f /etc/ethers -a -f /etc/arp ] ; then 
/etc/arp -e /etc/ethers .t echo -n · rarp' >/dev/console 

fi 
if [ ;_f /usr/etc/ndbootd -a -f /tftpboot/sun2. bb ] ; then 

/usr/etc/ndbootd ct echo -n • ndbootd · >/dev/console 
fi 

If the software from Sun 1\;ficrosystems for the sitpport of di.skless 
wo·rk.stations is on the system, this allows connection to Convex 
by the workstations. NOTE: this software is not distrib·11ted by 

Convex, b·ut may be obtained from S·un i\,ficrosystems. 

>/dev/console 
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/ etc/re.std (page i) 

The I etc/re.std file is a Bourne shell script used to initialize the 
operating system. This script is calted froni re and is used to start 
standard daemons. 

# redirect all output to the console 
exec > /dev/console 2>&';1 

I 

PATH=/etc:/usr/etc:/bin:/usr/ucb:/usr/bin:/usr/convex 
export PATH 

echo -n · standard daemons! • 

/etc/update; echo -:-n • update. 

The update command is used to periodically update the superblocks 
on the system disk drives. 

I etc/ cron; echo -n • cron' 

The cron utility builds a table in the kernel, which executes the 
items found in crontab. This utili'ty looks for . crontab files 

in users home directori'es for additfonal items to be done. 

if [ -f /etc/inetd ] ; then 
/etc/inetd k echo -n • inetd' 

fi 

The inet daemon looks at /etc/inetd. cohf (by default) for a 
list of services to be supported.' Tht'b allows one daemon to run 
that can ·invoke programs on ~equest, thus reducing the system load. 

if [ -f /usr/lib/sendmail ] : then 
(cd /usr/spool/mqu~Ue ! rm -f lf*) 
/usr/lib/sendma.11 -bd -qih k echo -n ' sendmail' 

fi 

Sendmail is the utility that del-ivers preformated messages to 
the appropriate receiver.-
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/etc/re.std (page 2) 

cd /usr /spool; rm -f uucp/LCK/* uucp/TM./* 

The LCK and TA,[ directories contain files used to manage nucp 

connections. Files are created to prevent 'the use of a connect-ion 

by rn11ltiple programs or users. 

if [ -f /usr/lib/lpd ] ; then 
rm -f /dev/printer 
/usr/lib/lpd &: echo -n · printer· 

fi 

The lpd is the line printer daemon that manages spooling and 
printing of jobs to the system printers. 

if [ -f /usr/lib/opreq/opreq_daemon ] ; then 
/usr/lib/opreq/opreq_daemon &: echo -n · opreq_daemon · 

fi 

The opreq_daemon is the mairi utility that supports the opreq 
system usage. This includes such items as mount requests. 

if [ -f /usr/lib/tape/tpdaemon ] : then 
/usr/lib/tape/tpdaemon &: echo -n · tpdaernon · 

fi 

The tpdaemon is the main tape system daemon. 

echo · · 

f 1900 CONVEX - Education Center 2-035t Aug 8, 1900 



THE SPU /ioco~fig FlLE 

• /ioconfig is tised ·by the b<?ot program to 
determine hardware td check for 

• The file contains fotir types of records: 

o IOP/VIOP: 

iop/viop number 
iop/viop 7 

o Multibus/vMEbtis: 

rnbus/vrne number 
rnbus/vine o 

o I/0 contro1~ef: 
ctir typ~ csf ·address int level 
ctlt bKC:-001 csr 0x3f0 int 2 . - ) ·. - . 

ctlr DKC-203 csr ox200 int 1 

o I/ 0 tip.it: 

unit number type name 
unit o type DKD-001 
tini t 0 type DKD.-208 

• See System 1"\ifanager's Guide for list of 
controller and device specifications 
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/ioconfig (Continued) 

• Example section of /ioconfig: 

iop 7 
mbus o 
ctlr DKC-001 csr Ox3f o int 2 
unit O type DKD-001 

ctlr MTC-001 csr oxoco int 4 
unit o type MTD-001 

mbus 1 
ctlr DKC-001 csr Ox3f O int 2 
unit O type DKD-001 

ctlr MTC-001 csr OxOcO int 4 
unit o type MTD-001 

ctlr LAN-001 csr Ox4c0 int 1 
unit O type ex 

viop 6 
vme O 
ctlr DKC-204 csr Ox200 int 1 

unit· O type DKD-:-206 
unit 1 type DKD-206 

ctlr DKC-203 at csr OxOOO int 1 
unit O type DKD-208 
unit 1 type DKD-208 

ctlr PRC-001 csr Ox2c0 int O 
unit O type PRT-001 

ctlr PRC-001 csr Ox4c0 int 1 
unit 1 type PRT-001 
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THE SPU /mnt/errlog FILE 

• This file contains all the hard and soft 
errors reported by the CPU, the SPU, and 
the I/0 processors 

• It should periodica11y be copied to the 
ConvexOS file system for inspection and 
archival , · 

# spu ~r /mnt/errlog > errlog. hold 

• It should also be ttuiicated periodically 

# spu -w /rnnt/erriog < /dev/null 
# spucrnd cp ;d·ev/null /mnt/errlog 
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NU UTILITY 

• The nu utility autqmates adding new users 

• This utility automatically updates the 
fallowing files when a user is added: 

o /etc/passwd 
o /etc/pwrestrict 
o /etc/uidcount 

• nu builds each user's home directory and 
provides the user with the fallowing files: 

.cshrc 

. exrc 

. login 

. logout . 

. project 

• These files are located in the /usr /skel 
directory 

• Modify these files or create additional files 
to customize the user environment 
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THE nurc FILE 

• Default val ties are p:rbvided by the nu 
utility for: 

o user id, group, home directory, home 
directory protection, login' shell 

• To change the defauit vaities, create the 
/etc/nurc file · 

• Each entry iti' nurc defirtes a default value 
in the format: 

Jieldname: value 

• Some fieldname pafameters. that can be 
modified: 

directory 
_protecti~n 
group 
shell 
usernarne 
rninwks 

office 
extension 
maxwks 

typed 

(2 1090 CONVEX• Education Center 

Pat1i_td home directory 
Honie directory protection 
Group id 
Login she11 _ 
Fl111 tlahie of tiser 
·Mirtitrititrt iititrtber of weeks for 
password agi±tg 

' . ' . . Locatidii of office 
Office phone extension number 
Maxi±riti:hi. tltimher of weeks 
for password aging 
Enforce restrictions 
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THE nurc FILE (Continued) 

quota 

diskquota 

skeleton 

Set up quota restrictions on 
home directory 
Soft and hard restrictions 
for file and in odes 
Directory containing files 
that copied to each user's 
home directory 

• value is the default value for the parameter 

• Example nurc file: 

directory: /tac 
protection: 0700 
group: 49 
typed 
minwks: 2 
rnaxwks: 4 
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USING nu 

• The nu utility adds users interactively: 
# nu 
Login name : rocky 
User id [800] : 
Group id [staff] : 
Home directory [/mnt/rocky] : 
Home directory protection [0755] : 700 
Login shell [/bin/cshj : 

Changing the tis er information ... 
Default vaiues are printed inside of of ' [] ' . 
To accept the default, type <return> . 

. To have a blank entry; type the word 'none' . 

Name [username] : Rocky Raccoon 
Room number (E~s: iaA.or i 7B) [off ice] : 546 
Office Phone (Ex: 223) [extension] : 798 
Home Phone (Ex: 66i0379) [homephone] : none 

Password to be typed [NJ : 
Password subject to aging [NJ : Y 

Enter the min period for the password [1] : 2 
Enter the max period for the password [52] : 4 

' ~ + ' I . ~ 

Entering the user password ... 
New password: . -
Retype new password: 

Creating the home directory ... 
-Successful completion 
# 
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BATCH FILE FOR nu 

• To add several new users using the nu 
utility with no interaction, create a batch 
input file 

• The batch file defines tiser:...specific fields 

• The fields that can be defined include those 
for the nurc file and one ·additional field-­
login 

• Fields that are common to a large gro.up of 
new users are placed in the nurc file 

• The necessary user-specific fields are 
placed in the batchfile 

• The format for the batch file: 
fieldname=value 

Example batch file entry: 
log1n=ji1ld:user~ame=JohnW1ld:off1ce=100:extens1on=235 
login=jdopey:username=Jarnes Dopey:office=250:extension=895 

• To invoke nu with a batch file: 
# nu -f batch-filename 
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ADDING USERS MANUALLY 

• Create a /etc/passwd entry with the 
/etc/vipw utility: 
j ones: : 250: 100: John Jones24, 456, 9789090 :/mnt/jones:/bz"n/csh 

• Leave the password file h1artk and add the 
password using the passwd utility 

#passwd jones 
New Password: · -
Retype new password.: 

• If an undefined grotip has been assigned to 
the user, add the g:rotip:hariie and ID 
number to the /etc/group file: 

de vrnn t : * : i O O : 

• Create the logih directory 
# rnkdir home_dirjiame 

• Create the login shei1 initialization files 
# c p I us r / s k e 1 / . [ a- z j * ho m e__d i r _name 

• Change ownership bf the iogiii directory 
and its contents to match the tiser's with 
the chall coinniaiid 

# chall -ousername -ggroup home_dir_name 

• Add a password for the tiser with the 
passwd command 

• Increment the uid. cotint in the /etc/uidcount 
file 
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REMOVING USER ACCOUNTS 
\ 

• Login for the user can be disabled by 
modifying the password field in the user's 
/etc/passwd entry 

• Change the 13 character encryption to '*' 

• Mail aliases should_ be changed so the user's 
mail is forwarded to someone else 

/~,,_),-;th' (b IC>~~ ~ 

• The user's files can be archived and 
removed if they are not needed 
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THE /etc/passwd FILE 

• /etc/passwd cohtairts login information for 
each user 

• Users are added to the passwd file manually 
or by the nu Utiiity -

• Each entry ~ontaitis s~veh toloh-separated 
fields with the format: · 

name:password: UID: G!D: comment: directory:program 

' ·. 

• name is the user's login haine and is created 
by the syst~m administrator 

• password is encrypted ~assword and is 
usually created inltia1ly by the system 
administratdr 

• UID is the user id htimber; the number is 
supplied by the /etc/uidcourd fiie 

. . 

• GID is the g:rotip id. titirriber; the number is 
either the systerrt tlefauit br ohe selected 
from the /etc/group fiie 
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THE /etc/passwd FJ;LE (Continued} 

• comment is created initially by the system 
administrator; it can contain the following 
comma-separated subfields used by the 
finger utility: 

full name 
office number 
phone extension 
home phone number 

• directory is· the user's login directory 

• program is the program that login is to exec 
after successful login ( commonly /bin/ csh) 

• Example passwd file entries: 
~ cle.Jcu'i el QflJl-<.fO 

root:ateeIZ3yncGlY:0:10:Superuser:/:/bin/csh 
daemon:*: 1: 1: Our friend, the daemon:/: /bin/ csh 
resource: xx: 3: 10: Owns all resources:/: /bin/csh 
anon:xx:4:40:Anonnotes:/usr/spool/notes:/bin/csh 
jones:OeAtIALrsykko:198:49:Joe.Jones:/mnt/jones: 
/bin/csh 
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THE /etc/vipw UTILITY 

• /etc/vipw is used to modify the passwd and 
pwrestrict file 

• vipw uses the vi editor td edit passwd 
' 

• Another editor is Used if specified in the 
EDITOR environment variable 

o (setenv EDITOR editor_pathname). 
•'• 

• Only one user at a time can invoke vipw 

• Temporary files are created (/etc/ptmp, 
/etc/rtmp, artd /etc/vtmp) when vipw is 
invoked · · 

• These temporary files should hot-exist· 
outside /etc/vipw·uii1ess a prol?iem has 
occurred 

• < • 

• When a problem state ~xists such as an 
abnormal exit frohf vtpW ·remove these files 
by using rm 

• These temporary rties.afe removed when 
the passwd file is writ~en 

• vipw tries to enstire that /~tc/passwd 
contains only corr~ct ertt:ries 
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PASSWORD AGING 

• System password aging facility controls if 
and when a user changes passwords 

• Password aging information is kept in the 
file /etc/pwrestrict 

• Entries are created using the nu (new user) 
utility 

• Aging information is modified using the 
vipw utility 

•·When runriing the nu utility with password 
aging selected, the entry is automatically 
added to the /etc/pwrestrict file 

• The format of pwrestrict entries is: 

name:password: age: typed: uid 

name is the user's login name. 

password is the encrypted password 
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PASSWORD AGING (Ctintinued) 

• age contains 3 comma-separated subfields 
of aging information: 

m,M,date 
' 

o mis the rriinimutn weeks between 
password chartges 

o Mis the maximutn weeks between 
password changes 

om and M = O, the password must be 
changed at the rtext login 

• • • 
o If m is greater than M; only the 

superuse~ cart chahge the password 

o The date is stippiied. by the nu 
command 

• The aging in:f ortrtatibh ·is wfitten in the 
pwrestrict fiie: 

name:password:2; 4; Jan 27 1987: type:uid _ 

• Use the genrest cdin±riand to set tip aging 
for all passwd entries (pwrestrict cannot 

. exist): 

genrest -m4 -MB 

• Use vipw to .modify existing or to add. 
pwrestrict entries 
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PASSWORD RESTRICTIONS 

• typed determines if password restrictions 
are enforced 

o Y enables this feature 

o N disables this feature 

o When restrictions are enabled, 
passwords must be at least 6 characters 
long 

o Restrictions require two alphabetic 
characters and one ·numeric or special 
character 

• uid is the user's UID 

• A sample pwrestrict entry: 

root: OeAtIALrsykko: 2, 4, Jan 27 1987: Y: o 
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THE /etc/group FILE 

• /etc/group determines to which groups a 
user belongs 

o A user wi1i belong to the default group 
specified in the tiser;s /etc/passwd entry 

o /etc/group cart contain additional groups 
up to a rrtaximtini bf 16 irlc1uding the 

· default 

• Format: 

group name:*: group ID: usernames 

•Example: 

operator:*:5:stadlerjjones 
guest:*:.3i: . 
vendor.:*: 48: bill; smith, hurtz 
staff:*:49:artdersoh,j_ohnson,bill, 

ftahks 
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USER MAIL 

• The system keeps a set of system-wide 
aliases in the file / usr /lib/alias es 

• Aliases are used by sendmail to create mail 
destinations 

• Alias entries have the format: 

o alias: name1, name2, ... 

o alias must begin in column 1 

o Lines beginnirtg with white space are 
considered to be a continuation of the 
previous entry 

• The name can be: 

o Other aliases 

o A program name specified in the 
format: 

" I program" 

• A file name specified in the format: 

"> filename II 
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USER MAIL (Continued) 

• Users' mailboxes ate located in the 
directory /usr /spool/mail 

• Rebuild the aliases database after any 
changes to /usr/lib/aliases: 

# newaliases 

Some sample entries froin /usr/lib/aliases: 
# 
# Mailing lists for organizations 
devel: mar shall, swstaff, hwsta.ff, vlsistaf f, service 
# 

· # Mailing lists for specia.i interest groups 
pcusers: barryr ~ cippele, fclark, marshall, locke, rowan 
# 

# Aliases for people· s. names 
tom: tj ones ·· 
# 

# Aliases to handle mail to system accounts 
root: ·tjones · · 
# 
# Aliases to handle mail to rnsgs 
msgs: 11 I /usr /Ucb/msgs .:..s ,i 
# 

# Aliases to handle mail to note sf iles 
bugs: 11 I /usr/spool/notes/ .·utiiities/nfmail bugs" 
# . 

# Aliases to handle mail to print queues 
pr 1 n t er : 11 I /us r / u c b / 1 pr '1 

. 

# . 

# Aliases for people at other sites 
£smith: ihnp4!allegra!convexlconvexe!fsmith 
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USER MAIL (Continued) 

• Make sure no "circular" forwarding 
addresses are in the aliases database on a 
network 

• The sendmail utility is used to deliver mail 

o Mail addresses of all the mail recipients 
are analyzed 

o Mail is distributed via UUCP or the 
Ethernet 

• /usr /lib/sendmail. cf is used to parse these 
mail addresses 

• When sendmail. cf is modified: 

o Create the "frozen" configuration file 
/usr/lib/sendmail.fc with the command: 

# sendmail -bz 

• The sendmail.cf distributed by Convex 
assumes that: 

o Addresses like user@s1 tenarne are 
Internet (Ethernet) addresses and 
UUCP addresses 
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SuMMARY OF FILES USED 
FOR CREAT1NG USER ACCOUNTS 

FILENAME 

/etc/passwd 

/etc/uidcount 

/etc/group 

/etc/ptmp 
/etc/rtmp 
/etc/vtmp 

/etc/pwrestrict 

/etc/shells 
:{u.e, "2~v,eV c.•n·e-.....,~ ~ eJl..r 

/usr/skel 

/etc/nurc 

/usr /lib/ aliases 

s·Hll'JO CONVEX - Education Center 

DESCRiPTION 

Contains login information for 
each tiser · 

Determines the user ID number 
for each added.account 

Corttairts additional group 
names attd ID titimbers for users 

Temporary fiies that are 
created when vipw or nu is 
exectited 

Coritrois if ahd when a user 
changes the password 

Cohtt-ois which ·shells a user cah 
irtvoke · 

· Detertnirtes the initial contents 
of each tiser;'s home directory 

Determine va1ltes to be used by 
the nu utility when building new 
user accounts · 

Contains a set of system-wide 
a1iases Used by the sendmail 
utiiity · 

fo~ ~_Q_p_ ~~r ()l,{ 
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THE LOGIN PROCESS 

• init enables each login port in the /etc/ttys 
file doing the fallowing: 

o Forks a new shell 

o Opens the port for reading and writing 

o Execs the /etc/getty program on the 
port 

• /etc/getty gets information from the 
/ etc/ gettytab file to: 

o Initialize the port to the correct speed 

o Display the system banner and login 
prompt 

o Read in the login name from the 
keyboard 

• /etc/getty calls the /bin/login program with 
the login name as an argument 

• /bin/login reads in the password and 
completes the login 
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THE LOGIN PROCESS (Continued) 

• /bin/login initializes the environment 
variables 

o Obtains informatiort from the 
/etc/passwd and /etc/termcap files 

o Sets the e:nvirorlthehtai variables such 
as PATH; HOME; TERM,·sHELL 

o Displays the/etc/moid iiie 

• Shell programs exectited by the C-shell at 
login: 
· ~;. cshrc 
/etc/login 

~/. login 

/bin/csh initialization script 
. Systern-w~de iogirt sourced 
by /bin/ cs,~. 

1 
. • 

User~specific login sourced 
by /bin/csh 

• Default . login and. . cshrc flies are copied. 
from the /usr /skel directory 

• . logi"n and . cshrc cah he modified to 
customize the users erivirohment 

• To escape . cshrc for omitting interactive 
commands tise: if. ($?ENVIRONMENT) exit 
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THE LOGIN PROCESS (C9ntinued) 

• /bin/login initializes the environment 
variables 

o Obtains information from the 
/etc/passwd and /etc/termcap files 

o Sets the environmental variables such 
as PATH, HOME, TERM, SHELL 

. o Displays the/etc/motd file 

• Shell programs executed by the C-shell at 
login: 

~;. cshrc 
/etc/login 
~/. login 

/bin/ csh initialization script 
System-wide login script for /bin/csh 
User-specific login script for /bin/csh 

• Default . login and . cshrc files are copied 
from the /usr/skel directory 

• . lo gin and . cshrc can be modified to 
customize the· users environment 
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CONFIGURING TERMINAL LINES 

• Hardware considerations: 

o Check set-up parameters for the 
terminal 

o Connect terminai to an available 
ACM-ooi controi1er 

' 
o Create a device fi.1e for each terminal 

line in the / dev directory · 

* Use /dev/MAKEDEV script 

o Add a tty entry i:h the /etc/ttys file for 
. each ·added terminal line 

o See Filesystem Structure for more 
information 
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THE /et'c/ttys FILE 

• The init program uses the /etc/ttys file to 
determine which ports should have a getty 
process. 

• /etc/ttys contains the /etc/gettytab entry 
name (parameter) for getty to use 

• init passes the entry·name as a parameter 
to getty 

• Example of /etc/ttys file: 
console 11 /etc/getty std. 9600 11 vt100n on secure 
ttyoo 11 /etc/getty std. 9600 11 vt100il on secure 
tty01 11 /etc/getty std. 9600 11 vtiOOn on secure 
tty02 11 /etc/getty std. 9600 11 vtiOOn on secure 
tty03 11 /etc/getty std. 9600 11 v.t100n on secure 
tty04 11 /etc/getty std. 9600 11 vt100n on secure 
ttyos 11 /etc/getty std. 9600 11 vt100n on secure 
tty06 11 

/ etc/getty std. 9600 11 
. vt100n on s·ecure 

tty07 "/etc/getty std. 9600" imagen off secure 
cuao 11 /etc/getty D1200 11 dumb off secure 
ttyd1 "/etc/getty D1200 11 vt100n on secure dial 
ttyd2 "/etc/getty D1200 11 vt100n on secure dial 
ttyOb "/etc/getty std. 9.600 11 vt100n on secure 
ttyOe "/etc/getty std. 9600 11 vt·1oon on secure 
ttyoc "/etc/getty std. 9600" vt100n on secure 
ttyOd 11 /etc/getty std. 9600 11 vt100n on secure 
ttyOf 11 /etc/getty std. 9600 11 vt100n on secure 
tty10 11 /etc/getty std. 9600 11 vtiOOn on secure 
tty11 11 /etc/getty std. 9600 11 vt100n on secure 
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ENABLING AND DlS.ABLiNG PORTS 

• The utilities /usr/convex/on and 
/usr/convex/off enable and disable login 
ports 

' 

• The on and off cotnrnand formats are: 

. /usr/convex/on options line 
/usr/convex/off options·line 

• These utilities. modify the ttys file (on/off 
field)· and send a· signal to notify init of the 
changes 

• The -n option modifies ttys but does not 
send a signai to init · 

• To turn off a specific tty: 
#off tty03 

o This aliows a tiser to corttinue working 
on a line tirttii the c·urreht workirtg 
session terminates ' 

• ~-• . \ l. . 

o At termiiiatioh of the.session the line is 
set to off 

o The off option -! tore es i±ntnediate logoff 
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THE /etc/ge~tytab FILE 

• getty uses /etc/gettytab to deterrriine: 

o tty line's characteristics 

o How to initialize the tty 

o The login message and prompt 

• The general format of each entry: 

o Each entry contains colon-separated 
fields 

o All lines ( except the first) begin with a 
colon 

o All lines end with a colon 

o All lines ( except the 1ast) end with a 
backslash 

one-character _name I symbolic_name:\ 
: attribute: attribute: 

• The first field is a one-character entry 
name 

o Symbolic names fallow separated from 
each other by a vertical bar 

• Other fields describe line attributes 

o Each attribute has a two-letter name 
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/etc/ gettytab ·ATTRIBUTES 

• Some of the commort lirte attributes that 
are defined in /etc/gettytab: 

Name 

ap 

ht 

ep 

sp#speed 

im=message 

lm=prompt 

nx=next 

cd#msec 

fd#msec 

tc=next 

Description 

A.ti.y parity 

Hardware tabs 

Evert parity 

Lirte_speed 

1nitiai message displayed 

Login prompt 
Ideht.i:ties next entry to tise if 
/etc/getty detects a line break 

Oartiage rettirn delay in 
f-hi11iseco n ds 

Fof±ri-feed delay irt tnilliseconds 

Identifies to contirtue ·attribute 
desc:riptiort at next 

• The systeirl;s hosttlame wi11 be substittited 
for %h in the im and im :tieids· 

: im=\r\nThe name d:f our system is (%h) \n\r: 

• Default val-ties fdr sdme fields are kept in 
the entry def a ult 
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/etc/gettytab ExAMPLE 

• /etc/gettytab entry examples: 

default:\ 
:ap:fd#iOOO:\ 
:im=\r\nConvex Systems (%h)\n\r:\ 
:sp#1200: 

2lstd.9600l9600-baud:\ 
:sp#9600: 

zlstd.19200119200-baud:\ 
:sp#19200: 

Old300IDial-300:\ 
:nx=d1200:cd#2:sp#300: 

d1200IDial-1200:\ 
:nx=d150:fd#1:sp#1200: 

d150IDial-150:\ 
:nx=d110:lm@:-tc=150-baud: 

diiOIDial-110:\ 
:nx=d300:tc=300-baud: 
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DEFINING TERMiNAL TYPES 

• The file /etc/ttys defines the terminal type 
for each line 

• /etc/login tises /etc/ttys to set TERM at 
login time 

• Each login line needs ah entry in /etc/ttys 
with the format: 

ttyno getty type ori-off security 

• Example of /etc/ttys fiie: 

console ,i /etc/getty std. 9600" vt100n 
ttyoo 11 /etc/getty std.; 9600jj vt100n 
tty01 1i / etc/getty std. 9600" vt100n 
tty02 ii /etc/getly std. 9600" vt100n 
tty93 Ii /etc/ge-bty ,std. 9600 1

' vt100n 
ttyo4· 1

' /etc/g-elty std. 9600i1 vti00n 
tty05 1

' /etc/getty std. 9600 1
' vt100n 

tty06 ii/ etc/getty std. 9600 1i vt100n 
t\y07 ii /etc/getty std. 9600'1 imagen 
cuao '' /etc/getty bi200 11 dumb 
ttyd1 11 /etc/getty .Di2oq" vtioon 
ttyd2 ' 1 /etc/getty ni2ooii vt100n 

on 
on 
on 
on 
on 
on 
on 
on 
off 
off 
on 
on 
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THE /etc/termcap FILE 

• /etc/termcap defines the specific 
characteristics and command character 
sequences for terminal types 

• The value of the TERM environment 
variable should match a termcap entry 
name 

• Utilities such as vi, emacs, and more use the 
value of the environment variable TERM 

• termcap entries may also be placed in the 
environment variable TERMCAP 

• Sample TERMCAP entry: 
sx I ansi I ansi terminal:\ 

:co#80:l1#24:cl=50\E[;H\E[~J~\ 
:bs:am:cm~\E[%1%d;%dH:nd=\E[C:up=\E[A:\ 
:ce=\E[K:ho=\E[H:pt: 

• See ConvexOS Programmers Manual 
System management sec 8, getty(8), 
gettytab(5), termcap(5) 
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SUMMARY OF FILES USED 
IN THE LOGIN PROCEDURE 

FILENAME 

/etc/ttys 

/ etc/gettytab 

/etc/termcap 

/etc/login 

~/. login 

~;. cshrc 

/etc/motd 

,f,l!J90 CONVEX- Education Center 

DESCR1PTION 

Determines ,which tty lines 
display. a logirl and· type of 
terminal \ 

Detefrrti:nes user login 
banner; tty iihe's . 
chara.ctefistics 

Describes the characteristics 
of a specific terminal type 

System-wide io·gin script 

Sets up-tisef;s login 
ehvi:rdtiment 

· Sets tip C she11 environment 
for irtdividuai tiser - . 

Disp1ays system-wide 
message oii first login for 
each user 
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MAGNETIC TAPE SUPPORT 

• A Convex machine may connect to a 
maximum of 32 magnetic tape drives 
( unitO to unit31) 

• Three tape densities are supported: 
800bpi, 1600bpi, and 6250bpi 

• When a file open for writing is closed, two 
end-of-file marks are written 

• If the tape is not rewound, it is positioned 
with the read/write head between the two 

. . 

tapemarks 

• A standard tape consists of a series of 
1024-byte records terminated by an end­
of-file 

• A tape dataset is treated like any other file 

• When referencing a tape as an ordinary 
file, the block interface is used·(/ dev/mt) 

• When dealing with foreign tapes or very 
long records, the. raw interface is used 
(/dev/rmt) 
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TAPE DEVICES 

• Format for tape device names: 

o Block device: /dev/mtX 

o Raw device: /dev/rmtX 

o Xis a device number in the range 0-247 

o For every /dev/mt device, a 
corresponding /dev/rmt device exists 

o Each physical tape tinit stipports up to 
6 logical tape devices 

First Four Tape Units 

Density Rewind? tinitO tiniti unit2 unit3 

800 bpi rewind ±nto ±ntl mt2 mt3 
800 bpi nd rewind mt4 m.ts· mt6 mt7· 
1600 bpi rewind ±ntS iiit9 mtlO mtll 
1600 bpi no" rewind mt12 mti3 mtl4 mt15 
6250 bpi rewind mt16 nit17 mt18 mt19 
6250 bpi no rewind mt20 mt2i mt22 mt23 

Second Four Tape Units · 

Density Rewind? tihit4 ttnlt5 unit6 unit7 

800 bpi rewind mt32 · int33 rnt34 mt35 
800 bpi no rewind mt36 int37 mt38 mt39 
1600 bpi rewind int40 mt4i mt42 mt43 
1600 bpi no rewind tnt44 . tiit45 mt46 mt47 
6250 bpi rewind· mt48 mt49 mt50 mt51 
6250 bpi no rewind mt52 mt53 mt54 mt55 
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TAPE UTILITIES 

•Retired tape commands (ConvexOS 7.1) 
o tpalloc - tape drive allocation 
o tpc - tape request queue control 
o tpd - monitoring tape .drive 
o tpdealloc - tape drive deallocation 
0 tpmnt - tape mount request 
o tpq - print tape request queue and tape 

unit utilization 
o tprm - remove jobs from the tape 

mount request queue 
o·tpumnt - tape urtmount request 

• New tape commands (ConvexOS 8.X) 
o tpattr - change attributes used for 

future labeled tape.files 
o tpconfig - configure the tape system 
o tplabel - create a new labeled tape 
o tpmount - mount tape or allocate drive 
o tpqueue - print tape request queue and 

tape unit utilization 
o tpunlabel - remove labels from a 

labeled tape 
o tpunmount - unmount tape or 

deallocate drive 
o tpwait - wait for a tpmount to complete 
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LINKING TO TAPE DEVICES 

• Establishes a logical link to a device file so 
that a user can access the tape system 

•Allows a user access to a t:,1pe device; even 
if the user does not have permission to 
access the device directiy 

• Gives the user exclusive use of a tape unit 

• Attempts to find a. free tap~ unit which 
matches the use~;s_ st,ecifications 

• Default device characteristics for the 
mount request are defirie·d vi£1 the tape 
system configtiratiorl titiiity tpcorifig 
(ConvexOS 8.X) · 

• If the opreq queu€irig is eiiaB1ed; sends the 
tape mount request to the tape operator 

' 

• The ConvexOS 8.X tpmount request 
perf arms similar functions tcf the fallowing 
two Convex OS 7 .i cofnrriartds: 

o tpalloc -- allocate a. tape drive 

o tpmnt -- reqt1est a tape reel to be 
mounted by ah operator 
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FEATURES OF ConvexOS 8.X TAPE SYSTEM 

• Types of tapes supported 

o UNIX uniabeled tapes 

o ANSI standard labeled tapes identified 
by Volume SeriaJ Numbers (VSNs) 

• Tape mount requests 

o May be handled directly by the tape 
system 

o May be passed to an operator if the 
opreq tape queueing is enabled 

• Multivolume ANSI labeled tape sets 

o Are tapes identified as volumes of the 
same set in the ANSI tape header label · 

o If opreq is active, the system 
automatically requests the operator to 
switch tapes whenever necessary 
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MORE FEATURES OF THE 8.X TAPE SYSTEM 
\ 

• Optional controi of tape drives 

o Tape system hormaiiy controls all 
drives 

o A tpmount request must precede the use 
of a tapt:! drive 

o A tape drive is reserved for the 
r ' . 

exclusive use of its o-wriet- · 
0 A tape drive cah iiot be directly 
· accessed unless. spef~fic permission has 
been given iri /usr/lib/tape/config.db 

• Automatic tape drive se1ectloh 
., . ; 

o A user dd_es rttit nEied to specify a 
particular drive or device fi1e . . . 

o The tape system ~titoiriatically chooses 
a drive and devit~ which ±natch the · 
charactefistics specified by the user 

• Automatic Voiume Retogrtltion (A VR) 

o When a labete·d titpe is p1a.ced on a 
drive, the system feads the VSN 

o The system matches the tape with the 
process which issued the tpmount 
command 
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tpdaemon 

• Controls the tape system 

• Uses the information defined in the 
/usr /lib/tape/config. db file . 

• Automatically satisfies mount requests for 
labeled tapes that have been pr_e-inounted 

• Reclaims idle tape drive 

• Calls ansidaemon to handle ANSI labeled 
tapes 

•Performs A VR (Automatic Volume 
Recognition) 
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TAPE CONFIGURATION DATABASE 

• Is contained in the /usr /lib/tape/ config. db file 

• Is built by the system administrator using 
the tpconfig utility 

' 
• Defines the fallowing conditions for the 

tape system 

o Whether a use:r may access a tape drive 
without using tpmount 

o Whether labei processing may be 
bypassed 

o Which tape drives are hot controlled by 
the tape system 

o Types of lahei processing recognized by 
the tape system 

o Types of tape drives stipported 

o Default drive type, density; speed, and 
flags for tpmount 

o Enables tape qtieueihg -- all tape mount 
and drive allocation reqti_ests are passed 
to opreq for ah operator to handle 

o Disables tape qtietteirtg --~ drive 
allocations are handled by tpdaemon and 
the user hangs his own tapes 
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VIEWING CONTENTS OF config. db 

• The tpconfig utility 

o Functions as a command if arguments 
are supplied 

o Acts as a shell and prompts for 
commands if arguments are not 
supplied 

•Format: 

tpconf ig [command] 

• Commands which are useful to a user of 
the tape system: 

show all Show all the information in 
/usr /lib/tape/ config. db 

show defaults -Show all the default values 
for tape drives 

show lab.els Show ali of the available 
label types 

snapshot [file] Generates an ASCII file 
which contains the set of 
tpconfig commands which will 
create a database equivalent 
to the current config. db 
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SAMPLE config.db 

• Results of executing tpconfig show all: 

% tpconf ig- show a.11 
Data.base access is read-only. 
Drives: 

mt:O timeout: 60 Controlied 
Allee access: 

Users: All 
Groups: All 

Bypass access: 
Users: None 

·Groups: None 
Nodes: 
/dev/rmta 
/dev/rmt12 
/dev/rmti6 
/dev/rmt20 
/dev/mt8 
/dev/mti2 
/dev/mt16 
/dev/mt20 

Labels: 

speed: 
speed: 
speed: 
sp~ed: 
speed:. I 

speed: 
speed: 
speed: 

density: 1600 
density: 1600 
dehsi ty: 6250 
density: 6250 
density: 1600 
density: ieoo 
density: 6250 
depsi ty: 6250 

ansi daemon: /usr/lib/ttpe/a.nsida.emon 

Queueing is: Disabled 

Defaults: 
Density: 6250 
Speed: No def a.ult 
Ori ve type: mt 

Rewind 
No rewind 
Rewind 
No rewind 
Rewind 
No rewind 
Rewind 
No re1nind 

Mount flags: Character special; No-rewind 

Char 
Char 
Char 
Char 
Block 
Block 
Block 
Block 

----....... 

·:s l!HJO CONVEX: Education Center 4-010t Aug 14, 1990 
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tpmount COMMAND 

• If operator queueing is disabled, tpmount is 
used to request that tpdaemon allocate a 
tape drive 

• If operator queueing is enabled, tpmount is 
used to pass all requests to opreq so that the 
operator may allocate the tape drive and 
mount the tape 

• tpmount will create a symbolic link in the 
current directory 

o The -s name option is used to supply a 
name for the symbolic link 

o If the -s option is omitted, the symbolic 
link is named TAPE 

•- tpmount format:· 

% tpmount options 

• Format of tpmount options ( b, q, r, R): 

- option Turn on desired option 

+ option Turn off desired option; 
deselect option if it is 
currently selected 

~ UJ!JO CONVEX - Education Center ·l-011 t -- ' 
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OPTIONS FOR UNL.At3ELED TAPES 

• Options used with t1hiabeled. tapes: 

-a dev 

-d bpi 

-i ips 

-m mode 

-q 

+q 

-r 

+r 

-R 

+R 

-t typ 

-s name. 

Requests tirtit of device name dev 

Requests tihit with density bpi 

Requests linit with speed ips 

Device mode (block,, char, or label) ~. 
If queueing is disabled and -m label is 
tised, the tape tnust be placed on 
the driv~ before executing tpmount 

Causes a drive allocation to he 
qtieti~d; tise when queueing is 
disabled. 

:Deselects )the -q option 
. .. ' 

Reqtiests tin.it with rewind on close 
. ( dnly tihlabeied tapes) 

Deselects the -r optiorl 

Tape should. ~e read-only (mount 
without a. write ring) 

:Deselects the -R option 

Requests hrtit bf drive type typ 
( defined irt tpconfig. db) 

Requests tinit with a symbolic link 
to name; must be the last option 
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OPTIONS FOR LABELED TAPES 

• Options used with labeled tapes: 

-b Bypass label processing so 
that a labeled tape may be 
used in the block or 
character device modes 

+b 

-c comment 

-f N 

-1 labeLlyp 

-m mode 

-s name\ 
[vsn1, ... ] 

f urno CONVEX. Education Center 

Deselects the -b option 

Comment to be sent to the 
operator; enclose phrase in 
quotes 

Number of files to skip after 
mounting the tape device 
( only labeled tapes) 

Specified label type; only 
valid type is ansi 

· Device mode ( block, char; or 
label) 

Requests a unit with a 
symbolic link to name 
The name is fallowed by a 
list of VSN's which compose 
one ANSI fileset 
If VSN's are listed on an 
unlabeled file, they are 
treated as comments 
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tpwait COMMAND 

•-Waits for a tpmount :retjtlest to complete 

• Is used with the tpmount -B command which 
places the tpmount reqtiest · in the 
backgrotind 

• Format of tpwait: 

tpwai t [ -s link.Jiamej 

• The -s optidh is reqliifed ohiy if more than 
one outstanding tape trtdtiiit request exists 
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tpunmount COMMAND 

• Used to unmount a tape or deallocate a 
tape drive · 

• The tpunmount format: 

% tpunmount [-k] [-s name] 

• The -k option: 

o Keeps the tape system from taking the 
tape offline 

o Do not use when opreq is enabled 

o The -k option is included only for 
backward compatibility 

• The -s option: 

o -Defines the tape to be unmounted or 
the drive to be deallocated · 

o The -s option is not required if only one 
tape is mounted or only one drive is 
allocated 

% tpmount -s MYTAPE 
% tpunmount 

o The name supplied may also be a true 
device name such as /dev/rmt20 even if 
the link file ( e.g. TAPE) exists 
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tpqueue coMMA.Nb 

• Prints tape request q_tietie on standard 
output 

•Format: 

tpqueue [-1] 

• The -l option generated. a detailed listing 

• Using tpqueue to inohitbr -the tape system: 
% pwd 
/tmp 
% ls 
% tpmount 
Tape device /dev /rmt20 allocated. 
% ls 
TAPE 
% tpqueue -1 
Drive Tape Device User Device User 
mt:O /dev/rmt20 /ciev/rmt20 user 
% tpmount -q -8 -s TAPE2-
% tpqueue -1 

User Device Drive Tape Device 
... 

·user 
mt:O /dev/rnit20 )dev/rmt20 user 

user 
% tpunmount .;.s TAPE2 
% tpqueue -1 
Drive Tape Device User Device User 
mt:O /dev/rmt20 /dev/rmt20 user 
% tpunmount 
% tpqueue -1 
Drive Tape Device User Device User 
% 

2-1990 CONVEX- Education Center 4-016t 

VSN symbolic Link 
None /tmp/TAPE 

VSN symbolic Link 
None /tmp/TAPE 
None /tmp/TAPE2 

VSN Symbolic Link 
None /tmp/TAPE 

VSN Symbolic Link 
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TAPE SYSTEM CAVEATS 
\ 

• A user must use what he allocates, and must 
allocate a drive before using it 

• Timeouts are measured with respect to the 
allocated drive 

• Tape system is not integrated with 
CXbatch. 

• Is difficult tb determine the VSN of a tape 
without a paper label 

• Amount of data which can be stored on a 
tape varies due to the following: 

o Tape density 

o Blocksize 

o Tape length 

• Tape librarian is not available 

•Asynch I/0 can not be performed on 
labeled tapes 

• The ansitar utility will not work with tapes 
which were mounted as labeled 
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MAGNETIC TAPE MA.NlPfilATION 

• Used to give cotntnantls to a magnetic tape 
drive 

• Must be used on ·a raw device 

• Format of mt: 
' 

mt [-f tapename] command [~ount] 

~ ' ' . • The tapename is the l1tik to the actual 
device 

o Is the symbolic name used in the 
tpmount coin±rlantl 

o If absent, is asstimed to be TAPE 
o If TAPE does hot ·exist, then the device 

used is /dev/rmt12 

• mt options: 

bsf 

bsr 

Back space count files 
% mt bsf 2 

Back space count records 
% mt -f TAPE bsr 5 

eof, weof Write count end-of-file marks at 
the current position on the tape 
% mt -f /dev/rrnt12 eof 
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THE mt OPTIONS 

• mt options (cont.): 

f sf Forward space count files 
% mt -f /dev/rmt8 fsf 3 

. . 

f sr Forward space count records 
% mt -f TAPE f sr 7 

gap Write count extended inter-record 
gaps at the current position on the 
tape 
% mt -f TAPE gap 2 

off line Rewind the tape and place the tape 
unit offline 
( count is ignored) 
% mt -f· TAPE off line 

rewof fl Rewind the tape and place the tape 
u:hit offline 
( c aunt is ignored) 
% mt -f TAPE rewof f 1 

status Print status information about the 
tape unit 
0: operation successful 
1: unrecognizable command 
2: operation failed 
% mt -f MYTAPE status 
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EFFECTS OF mt COMMANDS 

The mt 
Command 

eof n, 
weof n 

fsf n 

fsr n 

bsf n 

bsr n 

rewind 

offline, 
rewoffl 

gap n 

status 

Unlabeled Mode 
(Character) 

Write n EOF marks 

Forward space n files 

Forward space rt 
records 

Back space n files 

Back space n records 

Rewind tape. 

Take tape ofriih~ 

Write n inter-record 
gaps 

Return tape status 

'£,:1990 CONVEX- Education Center 4-020t 

Labeled Mode 

Write n etnpty ANSI 
· files 

Forward space n 
logical files 

. Forward space n 
iogical records 

Back space n logical 
files 

Not allowed 

Rewind tapeset; stop 
at first ANSI file . 

Not allowed; use 
tpunmount 

Command ignored 

Return physical tape 
status 
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THE /etc/dump UTILITY 

•The/etc/dump utility is used to backup file 
systems 

o Full dutnps are entire ~le syste_ms 

o Incremental dumps are partial file 
systems 

• Dumps should only he done on inactive file 
systems 

• Incremental dumps are done by lev~ls 

o The u option is specified 

o Files not modified ~ince the previous 
lower-level dt1tnp will rtot be dumped 

. • The dump com.in.and format: 

/etc/dump level Jile-Bystem 
/ etc/xdump level Jile~ystem 

• level can be O through 9 

• To record the dumpdate include the u 
option 

# /etc/dump Ou /dev/rdaOa 
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INCREMENTAL Dt.JMPS 

• The u option is specified to record the date 
and dump level ih the hie /etc/dumpdates 

• dump looks at dumpdaies and- only dumps 
files modified .after the iast date of a lower 
level dump · 

• The format of a dumpdat_es entry: 

file-Bystem levei date 

• Example· dumpdates file: 
· /dev /rst3 
/dev/rst3 
/dev/rst3 
/dev/rst3 
/dev/rst3 
/dev/rst3 
/dev/rst3 

f l!J!JO CONVEX• Education Center 

o Fri Jti120-i2:40:111990 
i Sat Jtil 2i 12:46:52 1990 
2 Moii jui 23 oa: 4o: 10 i99o 
3 wed ju1 25 ici.: 45: 57 i990 
4 Thti Jui 26 i2: is: 02 "1990 
0 Fri j111 27 09: 59: 41 i990 
i sat Jtii 2a io:oo:58 i99o 
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DEF AULT DUMP DEVICE 

• Options can be specified with level to: 

o Modify the dump device name 

o Inform dump of any ch~nges to the 
default 

• The defaults are: 

o Dump device /dev/rmt8 at 1600 bpi 

o This can be changed ·with the G option 
to /dev/rmt16 and 6250 bpi 

Example: 

# /etc/dump OGu /dev/rda1h 

• The default tape size is 2300 feet This can 
b~ changed with the s option 

o Example: 

·# /etc/dump uos 1200 /dev/rdaOh 
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VERIFYING l)tJMp TAPES 

• Dump tapes can be verified for tape I/0 
errors 

• Verify does not guarantee ·the correctness 
of the directories artd files contained in the 
dump file 

. . . ' t'. 

• The sure way to prove the files is to read 
them back onto the disk . 

o /etc/restore .:..x 

• To display the fife rtaines bti the dump tape 

o /etc/restore -t 
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RESTORING FROM DUMP TAPES 

•The/etc/restore utility restores files from 
dump tapes 

• Either the entire dump or ·portions of the 
tape can be extracted 

• Files will be restored to the current 
directory-

• File ownership, permissiohs, and 
modification times are retained 

• Use of restore is determined by the 
fallowing options: 

x Extract files; If no files are specified, 
all files are extracted 

1 Extract interactively . 
t Display the fi1ertatnes on the dump tape 

Example: 

# /etc/restore x /smith 

£ l!HJ(J CONVEX - Education Center Aug 14, llJIJO 

• 



INTERACTt\TE RESTORE 

• Files can be restored ·ihteractively if the i 
option is given. The prompt is: 

restore > 

• The directories oh the tape can be searched 

• Files or directories c~ri be ±riarked f~r 
extraction 

• Marked flies are puiied off the tape a11 at 
one time 

• The commands avaiiahie tor interactive 
mode are: 

add Add ~ rile to the ext~action list · 
delete · Retiidv€ i ftie from the extraction list 
ls List a dii-ectory;s cob.tents 
pwd Display th~ ci.irreht directory name 
cd Change the current directory 
extract Extract the inarked files 
quit Exit restore 

(J ~ CVJ ~ u ~ Q. ~cv;, ·'<'. fn oc,le · 
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SAMPLE INTERACTIVE RESTORE 

• Sample interactive extraction script: 
~ 6'2 s c, 8 P<-« ~~ 

# /etc/restore -i G --:) '-t,..,._"?- ~c:f 

restore > ls 
coopride/ ·darnell/ lost+found/ 

restore > cd coopride 
restore > ls 
.cshrc .logi~ · .msgsrc foo foo.f 
.exrc .logout a.out foo. 

restore > add foo foo.f 
restore > extract 
You have not read any tapes yet. 
Unless you know which volume to use, you should start 
with the last volume and work towards the first. 
Specify next volume #: 1 
set owner /mode for ' . •? [yn] n 
restore > quit 
.# 
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TAPE ARCHiVER 
\ 

'. 

tar(l) 

• Saves and restores iritiltiple files on a single 
file; can not span tape feels 

• Format of tar: 
· tar option...string [ name .. ·.] 

• tar options: 

c Create a Iiew tape; the flies are added 
at the beginning of the tape . 

r 

t 

V 

% tar c file1 f iie2 

The named flies =ite written on the end 
of the tape 
% tar r f ile1 f i1e2 f ile3 

The specified files are· listed ea.ch time 
they octtir ori the tape. if ho file 
argument is given, ali of the files on the 
tape are listed. 
% tart 

The verbose optibtt makes tar list each 
file it processes preceded by its function 
letter. Wheii Used with the t option, tar 
provides everl in.ore inf orination. 
% tar tv 
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TiIE tar OP'TIONS 

• tar options (cont.): 

x Extract the named flies from the tape. 
If no file argument is designated, the 
entire contents of the tape is extracted. 
If the file argument is a directory found 
on the tape, the entire directory is 
extracted. The owner, modification 
time, and mode are ·restored whenever 
possible. if nitiltiple copies of the same 
file are fourtd dh the tape; the last copy 
overwrites all earlier versions extracted 
from the. tape. 
% tar x source. dir 

u The named files are added to the tape if 
(1) they are iiot present oh the tape, or 
(2rthey have been modified since last_ 
written ori the tape. 
% tar u filei file2 

o Suppress the owner and. modes of 
directories placed in the archive in 
order to avoid the "<name>/: cannot 
ere ate" error 
% tar vro filei file2 
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MdRE tar OPTidNS 

• tar options ( cont.): 

p Restore files to their original modes, 
ignoring the present umask 
% tar xvp source! dir · 

n Modifier from O to 9 which selects an 
alternate drive bti which to mount the 
tape; the defatiit ,is t;l:riv~ zero at 
1600bpi, which hr#ormally /dev/rmt8 . 
% tar vri filei.file2 

f Tar uses the next argtirnent as the name 
of the archive instead of /dev/rmt? . . if 
the file is named. -; tar-writes to 
standartj output (bf re~tls ,from 
standard iriptit. Tlf tis tar ~an be used 1n 
a filter chain. · · 

. . 
% tar cvf /dev/:rmti6 newdir1· 
% cd oiddir j t~r· cvf ~ . I \ . 
(cd newdir j tar XVI ~).

1 

_. 
, 

i .it 

w Tar prints the action td _be' performed 
and then wait~ for tisef cdrtformatiort; if 
a word begirih!ng•wit_h .. a y is entered, 
the action is exettitetl · 
% tar cvw f iiei fiie2· 
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THE tar BLOCKING OPTIONS 

• tar options (cont.): 

b Tar uses the next argument as the 
blocking factor for tape records; the 
default is 20. Tl1is option should only 
be ·used with raw magnetic tapes. The 
block size is determined automatically 
when reading tapes. 
% tar cvb 10 ·file1 

B Forces both input and otltput blocking 
to 20 records per block 

1 

m 

% tar cvi3 filei file2 

Requests that tar complain if it cannot 
resolve all the links to the fi1es being 
dumped; the default is not to print any. 
error messages 
% tar cvl dir1 dir2 dir3 

Requests that the modification times 
not be restored; the modification time 
will be the tirne of extraction 
% tar xvm f ilei- file2 
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THE tar DIRECTORY OPTIONS 

• tar options (cont.): 

h Forces tar to fo11ow symbolic links as if 
they were norina.1 flies .~r directories; 
normally, tar does tldt follow symbolic 
links 
% tar cvh filei f ile2 

-C If a file 11ari:fe. _is _preceded by -C; tar will 
change to that di:rectory. This allows 
multiple directories to be ar.chived 
using short reiative path names. 
% tar cv ~c /usr include -c /etc 
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THE ansitar COMMAND 

ansitar(l) 

• Read and.writes ANSi multifile ·labeled 
tapes 

• Will not work with tapes which were 
mounted as ANSI labeled 

• Useful for exhange of ASCII character files 
with a non-Unix system · 

• Will read VMS copy tapes which have been 
initialized and mounted. as vM:S volumes 
with labels 

• Format of ansitar: 

ansitar [ subcommandj [opfion._values] [ name : .. ] 

• A subcommand is a concatenation of 
characters from the fo1lowirtg groups --
only one froni each group · 

[crtx]; [bBDFj, 1, tJ, v, V, [f] 

• Arguments are eva1tiated in the ordei- in 
which the associated subcommand characters 
appear 
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THE ansitar BASIC OPTIONS 

• First subcom~and groUp: 

c Create a new tape; the files are added 
at the beginning of the tape · 
% ansitar c- fiiei fiie2 

r The harried files are written on the end 
of the tape · · 
% ansi tar r f iiei f iie2 :rile3 

t The specified fiies are iis"ted each time 
they dcctir oh the tape. tr ho file 
argument is givef11 ali _of-the files on the 
tape are listed •. tr bbtlf'the t and V 

o·ptions ar~ give~; ansitar prC?vides even 
more detailed iriforrhatibh about the 
files. 

· % ansitar t 
. . , ~ . ~ . 

x Extract files frbin the tape. The * wild 
card character trtay: be Used to get a 

. number of relat~tl files frdhi the tape, 
but it must b~· ~libted.. to prevent the 
shell from attehiptittg·td·expand the 
wild card. 
% ansi tar x ; f iie*; 

[ l!J!JO CONVEX - Education Center 4-034t Aug 14, 1000 



THE ansitar HEADER OPTIONS 
\ 

\ 

• Second subcommand group: 

b Use next argument as a tape block size 
% ansi tar b 1000 f ilei 

' 

B Use next argument as a tape block size 
and the followihg argument as the line 
size (for blocking/t1nblocking of iixed­
length records) 
% ansi tar B iooo 50 myf ile 

D Reading: not :required for system level 3 
tape with valid HDR2 label; for system 
level 1 artd 2, use hext argtiment as 
tape block size 
Writing: write iIDR2/EOF2 labels and 
variable-length records (D format, 
system level 3) with block size of 2048 
bytes and tnaximtim 1ine size of 255 
Must be used if writin·g a tape to be 

-read on the VAX 
% ansi tar xD 2048 f ile1 

F Reading: not required if tape have valid 
HDR2 label; use B option for AL~SI 
system 1evel 1 tapes 
Writing: same as optiort B, but write 
HDR2/EOF2 1abe1 for automatic 
unblocking (F format, system level 3) 
% ansi tar cF 1000 , file*, 
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THE ansitar VOLUME OPTIONS 

• Other options: 

1 Use next argument as a nonstandard 
label size 
% ansitar cl 133 filei 

' 

U Perf orni case conversion on alphabetic 
characters irt fiie rta±nes: uppercase to 
lowercase from tape to Urtix, lowercase 
to uppercase from Unix tb tape 
% ansitar cu fiiei f:L1e2 

v Use the verbose tnode; generates detailed 
information concerning iabels 
% ansitar cv filei file2 

V Use the next afgti±nent (up to 6 
alphant.tineric characters) as the tape 
vsn; it is pref erahle to use only · 
uppercase .aiphabetics in the argument 
% ansi tar cV TAPEOO filei 

f Use the next argument ·as the tape unit 
to use; the defauit is /dev/rmt8 
% ansitar cf /dev/rmti6 filei . . 
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FURTHER ·STUDY 

• ConvexOS Tape· System Guide 
(710-003130-000) 

• Man pages for basic tape operations 
o tpmount; tpunmount - mount and 

unmount device or reel · 
o tplabel, tpunlabel - handle tape labels 
o tpconfig - configure tape.system 
o tpattr - change tape attributes 
o tpqueue - ·print tape request queue 
o tpwait - wait for tpmount to complete 

• Man pages for control of tape reel 
o mt - manipulation of tape reel 
o mtio - magnetic tape interface 

• Man pages for copy titilities 
o cp - copy command 
o dd - copy and cohve:rt data 
o tar - tape archive ·command 
o tar(5) - tar fofmat · 
o ansitar - ANSi tape archive 
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SPECIAL FILES 
\ 

\ 

• Special files allow devices to he accessed as 
files 

• The in ode for special files contain: 

o Type - block or character device 

* Character speciai files support a 
'raw' -unbuffered interface· 

* Block speciai files support a buffered 
interface 

o The major device number 

o The minor device number 

•Internally, each device on a UNIX system 
is identified by a major device number, a 
minor device number and a device type 

• Some devices ( disks, tapes) use several 
minor device numbers for each physical 
unit 

• The list of the devices is contained in / dev 

• To obtain a list of the devices and their 
permissions try the cornniand: ll -a /dev 
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SPECiAL FILE CREATION 

• The 1\IIAKEDEV shell script (/ dev directory) 
creates the SPECIAL FILES that allow 
ConvexOS to cornniti:hicate with the 1/0 
world · 

• The MAKEDEV coth±rtanci creates all the 
files required to work ·with each device type 

' ,· t. ,I: 

• The format bf the cdi±ihiahd: 

cd /dev 
MAKEDEV deviceJDdevic~# 

• Example: 

o To mak~ device files for the second disk 
on a Mtiltibtis: 

cd /dev 
MAKEb EV da i 

• The driver identifier type can be found at 
the beginning of the MAKEDEV shell script 
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CONVEX UNIX DEvtCE TYPES 

The 'real' devices supported in CONVEX 
UNIX are: 
Controller Driver.· Sample 
Name Na.me Device Description Unit Name 

ACM-001 ca 16-line async I/0 controller /dev/tty12 
cons . System console /dev/console 
ct '.SPU Cartridge Tape Drive 

DKC-001 da Multi bus disk controller I de·v I da0 [a-h] 
DKC-203 dd VMEbus disk controller /dev/dd0[a-h] 
GPI-001 dm i6-bi t pa.~allel interface /dev/dm1 
LAN-001 ex Ethernet interface 
PRC-001 pa Lineprinter interface /dev/lp1 
VER-001 pb Versatec plotter interface /dev/pb1 
MTC-001 ta Magtape controller /dev/mt1 

The Pseudo-devices supported in CONVEX 
UNIX are: 

pty 

tt 
st 

Pseudo-teletype 

User's terminal 
Striped file system 
Swapping space 
Kernel virtual memory 
Kernel physical memory 
I0P memory. 
Data sink 

f 1000 CONVEX• Education Cent.er 5-003t. 

/dev/ptyp1 
/dev/ttyp1 
/dev/tty 
/dev/st1 
/dev/drum 
/dev/kmem 
/dev/mem 
/dev/ccu[3-7] 
/dev/null 
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DEVICE FiLES 

• Device File Entries irl /dev: · 

console 

cua* 

da * 

ccu* 

kmem 

Interface td the systern console 

Interfaces to atitq~dialihg 
modems . 

Biock-rnode· ihte~faces to disk 
partitid~s· .• ·.- -

.. ~ . . ,. . . . . 

Interface~f td ldP memory 

Interfaces to kernel virtual 
memory 

lp * Interfaces to tine printers 

mem Irtterface to kernel physical 
irleinory' : ·, . 

' 
mt* i31ock-mbde interfaces to mag 

tape drives .· 

null · The 'bit bucket; 
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DEVICE FILES (page 2) 

• Device File Entries In / dev: 

ptyp * Interfaces to virtual terminals 
(master) 

rda* 

rmt* 

rst* 

st* 

tty 

tty* 

ttyd* 

ttyp * 

Raw-mode interfaces to disk 
partitions 

Raw-mode interfaces to mag 
tape drives 

Raw-mode interfaces to striped 
file systems · 

Block-mode interfaces to striped 
file systems· 

Interface to the generic terminal 
device 

Interfaces to hard-wired 
terminal lines 

Interfaces to dial-up terminal 
lines · 

Interfaces to -virtual terminals 
(slave) 

• Use the Sheil script /dev/1vf.AKEDEV for 
making the device files in / dev 
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ADDING TERMiNAt bEVICES 

•Format: 

/dev/ttyXY 

o Xis the controller ord.inal [0-7] 
* If Xis a 'd;, then the line is a dial up 

o Y is the 1ine ordinal [0-f] 

• To add a new tertnirtal device: 

# cd /dev 
# MAKED EV c alD# 

• The appropriate 16 tty devices are created: 
crwx-w--w-. 1 root ·3; o Nov 2101:45 /dev/ttyoo 
crwx-w--w- 1 root. 3, 15 Nov 2i 01: 45 /dev/ttyOf 

• Add an eh try for ea.ch tty created to the 
/etc/ttys file.·· 
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CREATING PSEUDO-TERMINAL DEVICES 

•Format: 

/ dev /pty XY (master) 

/dev /ttyXY (slave) 

' 

•Xis a 1-character group ordi:ha1 [e-t] 

• Y is a 1-digit hex nti:tnber [0-f] 

• Pseudo-teletypes support remote login and 
the script cotrtiriantl 

• Each pseudo-teletype Stippo:rts a master 
side and ·a slave side 

• To create a :hew pseudo device: 
# Cd /dev 
# MAKEDEV ptylD-H 

• The pseudo devices are created: 
crw-rw-rw- 1 root 
crwx-w--w- 1 fuka 

10, o Nov 21 02: 15 /dev /ptypo 
9, o Nov 21 02: 15 /dev /ttypo 

• Add an entry for ~ach tty created to the 
/etc/ttys file 
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DISK UNIT NAMES 

•Format: 
/ dev / daXY (block) 
/dev/ddXY(blotk) 
/dev/rdaXY(raw) 
I dev /rddXY (raw) 

o Xis a deci±na_i tftiit rtt1rr1ber [0-9,10-99] 

o Y is a 1-ietter paftitioti ord-iiial [a-h] . 

o Each disk unit is divided into the 
logical partitions 

• To add disks; use: 

# Cd /dev 
# MAKEDEV da/D# or MAKEDEV ddlD# 

• Eight block ·and raw devices are created: 
brw------- i root 
crw------- 1 root 
brw------- i root · 
crw-----.-- 1 root 

5, 7 ja.rl 10 1-98_5 /dev/da0h 
5, 7 Apr 4 1985 / dev /rda0h 

28, 7 Jan 10 1985 /dev/dd0h 
28, 7 Apr. 4 1985 /dev /rdd0h 

• Special disk files are required_ for striped 
file systems. A block· artd raw device file is 
created for each stripe! 

# cd /dev 
# MAKEDEV stID# · 
brw------- 1 root 7; 7 Jan 10 1985 /dev/sto 

crw------- 1 root 12, 7 Apr 4 1985 / dev /rst0 
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DlSK PARTITIONS 

• Physical disks are accessed through disk 
partitions 

• Each partition is a different area of the 
disk . 

• Disk: partitions are accessed through the 
disk sp·ecial files and are natned 'a' - 'h' 

• Disk partitions are tised f cir file systems 
and swap space 

Name 
a 
b 
C 

d 
e 
f 
g 

h 

Partition Structure 

Percentage 
5 

20 
ioo 

5 
30 
io 
45 

30 

Description 
Used for / on daO or ddO 

· Default on daO for swap 
Uses entire disk 

Combines partitions d + 
e + f; d,e,f partitions are 
hot available when g is 
used · 

• The max number of partitions per disk .is six 
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DISK PAR'tt'ttONS (page 2) 

a= o 

b = 20% · 

C = 100% 
e=30% 

g = 45%' 

f= 10% 

h-=- 30% 
) • -

I 
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THE /etc/disktab Fll.iE 

• /etc/disktab describes the disk partitions 

• disktab Entries are in termcap format 

• disktab entries shot1ld hot be modified 

• Some of .the field types are: 
Name Type Description 

ns num. 
nt num 
nc num 
b [a-h] num 
f [a-h] · num 
p [a-h] num 
se num 
ty str 

s;l!JOO CONVEX- Education Center 5-01 lt 

Sectors per track 
Tracks per cylinder 
Total cylinder count a 
Partition block size 
Partition fragment_ siz 
Size of partition 
Sector size in bytes 
Type of disk ( e.g.- rem, 

· winchester) 
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/etc/disktab page 2 

• Sample disktab erttries: 

dkd-001ldkd001IDKD-001IDKDOOileaglelEagle:\ 
:ty=w1nchester:hs#45:nt#20:nc#842:rm#3900\ 
:pa#37800:ba#8i92:fa#1024:\ 
:pb#151200:pc#756000:\ 
:pd#37800:bd#8192:fd#1024:\ 
:pe#227700:be#4096:fe#5i2:\ 
:pf#75600:bf#4096:ff#1024:\ 
:pg#341100:bg#4096:fg#512:\ 
:ph#225900:bh#4096:fh#io24: 

dkd-005IDKD-005ldkd-105IDKD-105lnec:\ 
:ty=nec:ns#60:nt#i9:nc#760:rm#3070\ 
:pa#42496:ba#8192:fa#1024:\ 
:pb#170368:pc#849664:\ 
:pd#42496:bd#8192:fd#i024:\ 
:pe#255488:be#4096:fe#5i2:\ 
:pf#85120:bf#4096:ff#1024:\ 
:pg#383360:bg#4096::eg#512:\ 
:ph#253312:bh#4O96:ih#1024: 
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SETTING UP THE DISK SYSTEM 

• Issues: 

o Physical resources 

o Speed and efficiency 

o Tunable parameters 

,/ 

..... 
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BUFFER CACHE 

• The larger the buff er tache, the better 
your disk perf ortnahce 

. • Memory used for the buffer cache comes 
from the general pooi of memory to: 

o Dynamically balance the amount of 
memory Used as the· file system cache 
versus the arribtirtt of merriory used for 
programs· 

o Provide cache consistency between 
mapped file objects and. the file system 

o Allow for Read Ahe_ad / vV rite Behind 
capability to speed i/0 

• The maximum amount of memory 
allocated for the huff er cache is the smaller 
of: 

o 90% of the ainotltit of memory 
available at boot time 

o 8192 times the size of a file system 
buffer; with a rnaximtiin limit of 512 
megabytes 
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LOAD BALANCING 

• Use appropriate fragment and block size 
for file systems 

• Stripe disks to distribute file systems 
across multiple disks 

• Best configuration of resources: 

o Every physical disk on a separate 
Multibus/VMEbus . 

o Stripe across discs on separate 
controllers 

o Bottlenecking occurs wheh striping 
across disks on the same controller 

o Balance activity on ea·ch disk 

o Avoid multiple active fi1e systems- on 
one disk · 
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DETERMINING SW AP SP ACE 

• Swap space is utilized when data is moved 
from memory to disk 

• By default, daOb is tised for swap space 
' 

o Swapping is aiiowed on additi6nai b 
partitions (up tb i6 disks) 

• Determining swap space requirements: 

o For configtiratioh purposes, 75% of 
availabie tnetno:ry pltis swap space; 
must be greater than the virtual size of 
the sum of ail processes 

o For reasonable th:rotighptit most 
processes shouid fit irt teal memory 

• Consider the size of the larg~st set of 
processes that wiii be tun 

• Consider the stim. of avai1abie real memory 
plus swap space to deterrnirte the size of 
the largest set of processes that can he run 

• System memory requires about 16 Mbytes 
of physical tnetndty · 

• File systems canrtot share a swap· partition 
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BLOCK AND FRAGMENT SIZES 

• F·ragments and blocks are contiguous 

• Fragment size specifies the minimum disk 
space used by a fi1e 

• Large block size impiies fewer disk 
operations - faster transfer 

• Small fragment size implies less w.asted 
space for very small files 

• Adjust block and fragment size depending 
. on size of files and activity 

o Allowable block sizes are:. 4k, 8k, 16k, 
32k, 64k 

o Usually fragment s_ize is set of block 
size/8 

o Allowable fragment sizes are: block 
size, 1/8, 1/ 4; or 1/2 block size 

• See: A Fast file Syste·m for U~ix page 4 
(Tutorial papers) · 
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CREATING FILE SYSTEMS OVERVIEW 

• Determine which pattitions are available 

o TJse the df command 

o Use the /etc/getst cotnrrtand 

o View the /etc/fstab fi1e · 

! 

• Shutdown td single-User 

# /etc/shutdown now 

• Determine if a back-Up- is necessary 
. ,• 

o Do a full dump of- the appropriate file 
system(s) · 

# /etc/dump Gu_o /file__system 

• Unmount fiie systetn(s) that are to be 
modified or changed 

# /etc/urnount /Jile_system 

• Modify the /etc/fstab tile 
o Supply the device tlaine; ±nount point, 

type of fi1e systerri; rt1e system 
attributes · 

• Deter~ine biock/fragmeht size for each file 
system 
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CREATING FILE SYSTEMS OVERVIEW (cont.) 

• Create the. file system with: 

# I etc/newf s raw_device disktype 

• Make directory for fi1e sys.tern (mount 
point) 

# rnkdir /file_system_name 

• Mount the file system 

# I etc/mount blk_device /file_system_name 

• Change access permission if necessary 

• Run a file system check (/etc/fsck) on 
unmounted file system (raw device) 

# I etc/urnount. / file_sy_stem_name 
· # /etc/fsck /dev/raw_device_name 

• Return to multi-User mode (-D) 
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MOUNTING FitE SYSTEMS 

• File systems are combined to make the 
directory structure the tiser sees 

o This is done throtigh mounting 

' 

• The root file system is rrtotihted during the 
boot process 

o The root directory is known as the / 
directory 

• File systems are mounted on directories 
called mount points which point to disk 

·· partitions 

•References to a directory which is mounted 
ref er to the disk partition tntiunt point 
such as rdaOf 
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MOUNTING OVERVIEW 

l 

etc bin usr ·mnt 

lib fonts 

mnt 

bayne andy 
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THE /etc/umounf COMMA.ND 

• The /etc/umount comniand unmounts file 
systems 

• When creating a file systefu, make sure 
that no file system is tnounted on the 
partition to be used 

• The umount com:rrtatld format is: 

I etc /umoun t options /file_system 

• If umount is invoked with the -a option, all 
eligible file systems (those specified in 
/etc/fstab) wil1 be tliimotinted 

• Example to tihmotirtt bne file system: 

# /etc/umount /mnt 

• Exam pl~ to unmotint ail file systems listed 
in the /stab fiie: 

# /etc/umount -a 

• File systems containing opeh files cannot 
be unmounted 
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THE /etc/fstab FILE 

• /etc/fstab describes the file system and swap 
partitions 

• f stab entries are tised by utilities that need 
file system information, such as mount, 
umount and f sck 

• f stab entries are created with the format: 

device_name directory type options frequency passnum 

•Valid types are: 

4. 2 Berkeley 4.2 UNIX file system. 

nf s NFS file system. 

swap Swap partition. 

~gnore Ignore this record. 
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/etc/J~tab page 2 

• options corttain comma-separated option 
words 

• The following options are good for all file 
system types: 

rw Read/write~ 
ro Read-ortJy • 
suid Set-uid execution a11owed. 
nosuid Set-uid exectitioh not allowed. 
quota Usage limits enf6rced. 
noquota Usage limits not enforced. 
hide Ignore with the ·mount -a command. 

• frequency indicates how often file systems 
should be dumped. to tape 

• passnumber indicates ordering foi- f sck 

• Sample f stab entries: 
/dev/daOa / 4. 2 rw i i 
/dev/daOb (swa.p_space_i_of_3) ignore xx O 0 

/dev /daOc (whole disk) ignore xx O O 

/dev/daOd /mnt1 4. 2 rw 1 1 

/dev/daOe /usr 4. 2 rw 1 1 · 

/dev/daOf /revO/usr 4. 2 rw 1 1 

/dev /daOg (partitions_ Od/Oe/Of) ignore xx o o 
/dev/daOh (empty) ignore xx O O 

/dev/st8 /scratch 4. 2 rw 1 1 

argos: /att /argos/att nfs soft, bg O O 
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USING newfs 

• File systems are created on disk partitions 
with the /etc/newfs command 

• newf s command format: 

/ etc/newfs options raw_device disktype 

• Some of the common options are: 
...:.b blocuize 
-f fra·gment_size 
-m Jree_space_% 
-1 by~es /ino de 

• The file system is created o:h partition 
raw_device 

o disktype names an entry in /etc/disktab 

o The disktype can be viewed in the spu file 
/ioconfig disk 

•Examples: 
# /etc/newfs /dev/rdaOd dkd-005 
# /etc/newfs -b 64k -f 8k -m 5 -i 8192 /dev/rdaOd dkd-005 
# /etc/newfs -b 16k -f 2k /dev/rdaOd dkd-005 
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THE·/etc/mount COMMAND 

•The/etc/mount corritnahd mounts file 
systems 

• mount command forinat: 

mount options blk_device /mount_point 

• blk_device is the partition on which the file 
system resides 

• mount point is. the directdry on which to 
mount the fi1e system 

• Example: 

# /etc/mount /dev/daih /mnt 

• If mount is invoked with the -a option, all 
eligible file systems (from /etc/fstab) will be. 
mounted 
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DISK STRIPING 

• Disk striping allows fiie systems to span 
partitions 

o The partitions are -Usually not on the 
same drive · 

• Reasons for disk striping are: · 

o Create a file system la:rger than one 
drive 

o Increase performance by balancing the 
disk load 

o More flexibility iii file system layout 

• Striped file sy_sterrts are m~de known to the 
kernel at boot time 

o This is done by rtinning /etc/putst from 
/etc/re 

• Striped file systems c·an be tised like any 
other file system · 
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PERFORMANCE GUibEL1NES FOR STRIPES 

• Partitions should span two o:r more disks 

• Put the most active file systems on VME 
disks (if possible) 

• Partitions should span trttiitiple controllers 

o Partitiorts on th~ sarne tb:ntroller cause 
sequential instead of paralle1 I/0 
operations 

• Two portions of a st:ripe on one controller 
and the third on a second controller 
increases thrbtighptit 1 1/2 times 

• Bandwidth limits perfdrtrta:hce 

o Partitiorts shotiitl span Mu.lti/VME 
busses 
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SAMPLE CONFIGURATION 

MAIN MEMORY 

MEMORY 
CONTROLLER 

I 

CPU IOP 

MULTIBUS 

CNTLR 

DISK 

i; UJQO CONVEX - Education Center 

PBUS 

MULTIBUS 

/ 
CNTLR 

DISK 

6-017t 

SERVICE PROCESSOR 

IOP 

MULTIBUS MULTIBUS 

I / 
CNTLR CNTLR 

I 
DISK 

I 
DISK 
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DISADVANTAGES OF STRIPING · 

\ . . 

• Increased risk of data loss dtiring hardware · 
failure , 

• Large file systems make hacktip 
management ino:re trotib1eso:tne 

• Decreased perf ormahce is possible with 
poorly chosen stripihg 
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STRIPED FILE SYSTEM OVERVIEW 

• Creating a striped file system requires the 
same steps as creating a new file system: 

o Determine avaiiahle partitions 

o Shutdown to si:hgie-user 

o Backup 

o Create device files 

o Umount file system(s) 

o Modify /etc/fstab 

o Determine block/frag size 

o Create the stripe(s) 

o Make directory for the file system 

o Run file system check art Unmounted 
system 

o l\!Iount the file system 

o Return to mtilti-liser mode 

o Restore as appropriate 
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CREATING STRIPEb FILE SYSTEMS 

• To determine if there are existing stripes, 
use the /etc/getst co:trt:tn.and 

o Determine if the:re are: the appropriate 
device files 

o Create the device file(s) for the stripe if 
needed:-

cd /dev 
MAKEDEV stjb# 

• Striped file systems. are created with the 
/etc/newst cbinmarfd · · 

• newst does the f o11owing: 

o Creates a description of the stripe 

o Loads the descriptibrt i:htb the kernel , 
• I 

o Creates a file system on the stripe 
partition 

• newst format: 
newst options raw_sL.dev diskdev1 type1 d£skdev2 type2 ... 

• Some of the corrttnori options are: 

-b block_size 
- f fragment_.size 
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. /etc/newst page-2 

• raw_st~ev is the device name of the stripe 
file system 

o /dev/rst[0~256] 

o diskdev* is the name of the disk device 
to use 

o type* is the device type as named in 
/ etc/ disktab 

• Multiple device and type pairs can be 
specified 

Example: 
# /etc/newst /dev/rsti /dev/rdaOd dkd-005 /dev/rdald dkd-005 
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THE /etc/sti-ipecap FILE 

• /etc/stripecap contains descriptions of 
striped file systems · 

• stripecap entries afe built by newst and are 
used by putst to buiid the kernel stripe 
table 

• stripecap entries are in termcap format 

• stripecap fieids descflptlort: 
Name Type Description·· 

number of partitions. np 
M 
m 
D 
B 
s 

nutn. 
num 
ntirrt 
nti:tn 
nti:hi 
num 

major device number of partition 
minor device rttimber of partition 
hlttnber of partitions in section· 
interleave factor of section · 
number of blocks in section 

• Sample stripecap ehtry: 
st2:\ 

:np#2:\ 
:M0#5:m0#36:\ 
:M1#5:m1#9:\ 
:D0#2:B0#170368:S0#8:\ 
:D1#1:B1#85i20:S1#8: 
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SYSTEM-WIDE 
BOOT-TThtfE OPTIONS 

• Allow optimization of performance 

• Require no recompiling 

• Specific to a system processor ( CPU and 
CCU) 

o CPU Ce.ntrai Processor Unit 

o CCU Channei Control Unit 

o MIOP Multibus i/O .Processor 

o HSP High Speed I/ 0 Processor 

o VIOP VMEbtis 1/ 0 Processor 

• /mnt/os/bootcmd.local fi1e ort the SPU shows· 
the processor configuration · 

• Sample entry from /mnt/os/bootcmd.local 

tune iop Accelerate_enable = 0 
. . 

• View this file with the spti command: 

spu -r /rnnt/os/bootcrnd. local 
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TUNABLE PARAMETERS. 

• Parameters and their a11owed va1ues are 
listed in the SPU fi1e /mnt/os/tunables 
(DO NOT .modify this file) 

• Example set of tt1iiabie parameters: 
Parameter 

auto_nice_threshoict 
auto nice factor - -
dst_algorithm 
enable_uniqtie~core 
erase_pattern 
erase unlink 
fp_default_rnode_ieee 
gateway 
1pforward1ng 
1psendred1rects 
logresume 
logsuspend 
maxusers 
max_user_processes 
nfs_portmon 
nstbuf 
number_ptys 
number_tty_controllers 
stripe_devices 
subnetsarelocal 
ta. force EDF on close - -
time zone 
udpcksum 
accelerate enable 
ca timer code - -
uv num windows 

Default Minimum 

600 1 
4 O 
1 0 
0 0 
oxAAAAAAAA oxaooooooo 
0 0 
0 0 
0 0 
1 O 
1 O 
4 o 
2 O 
32 8 
40 4 
0 0 
512 128 
64 O 
2 0 
16 4 
1 0 
1 0 
360 -720 
0 0 
1 O 
8 0 
512 128 

Maximum 

9999999 
64 
6 
1 
0fFFFFFFF 
1 
i 
1 
1 
1 
100 
100 
256 
150 
1 
8192 
256 
16 
266 
1 
1 
720 
1 
1 
15 
960 

Processor 

cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu. 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
cpu 
iop 
iop 
viop 

• See Chapter 3 of system Managers Guide 
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SETTING TUN.ABLE PARAMETERS 

• Entries which modify system tunable 
parameters have the format: 

o tune processor parameter --:- value 

• Processor is cpu, hsp, iop, viop 

• Examples for /mnt/os/bootcmd.local fiie on 
the spu: 

tune 
tune 
tune 
tune 
tune 

cpu 
cpu 
cpu 
cpu 
cpu 

auto nice threshold = 100 
auto-nice -factor= 10 
rnax_user_processes = 100 
enable~ unique_core = 1 
ta force. eof on close = o 

• When device drivers a_re added if necessary 
modify /mnt/os/tunables · 

•Additional swap space can be added up to 
· 16 b partitions by· modifying /etc/fstab 

• Non-b swap partitions are defined in 
/mnt/os/bootcmd.local as follows: 

swap on da1g 
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FILE SYSTEM SP ACE 

• File system efficiency degrades when a 
partition becomes more thart 90% full 

o On1y the stipertiser cart a11ocate space 
when this happens 

• Applications may hot work correctly if the 
file systern;s allocated spate is reaching its 
limit 

o The disk quota system iimits users 
space to avoid this problem 

• Utilities are availahie to dispiay the 
- amount of free space irt file systems 

• Utilities also display space utilized by users· 
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FiliE SYSTEM QUOTAS 

• Quotas are tised to restrict the amount of 
space that can be aliocated. to a user 

• Quotas work on a per-tiser; per-file system 
basis 

• Quotas ·do hot have to be enabled for all 
users or all flie systems 

• There are two kihds bf limits imposed by 
the quota system: 

o The hard limit cannot be exceeded 

o The soft 1i:tnit wi11 print a warning 
message whenever this iimit is exceeded 

o A time limit is imposed with soft limits 
. . 

o If the a11ocated space does not drop 
before the timeout is reached the hard 
limit is enf arced 

• Quotas control allocated data blocks and 
i-nodes 
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SETTING UP QUOTAS 

• Setting up quotas for a file system reqtiires 
the fallowing steps: 

o Create an empty fiie, quotas, 1 in the root 
- directory of the file system 

o Initialize the file with the 
/usr / etc/ quotacheck _program 

• Create limits for users with the 
/usr/etc/edquota utility 

• Enable quotas with the /usr / etc/ quotaon 
utility -

• Enable quotas atitomatical1y at boot time 
from /etc/Jstab 

' . 

• Enter the fo1lowitig i'n the /etc/re.local file: 

/usr / etc/ quotacheck·- --a 
/usr / etc/ qtiotaon -a 
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INITIALIZING THE quotas Fll..iE 

• The quotas file, located in the root directory 
of each file system with quotas, is 
initialized irt two steps: 

· o Create an empty file quotas in the root 
directory of the file system 

touch /mnt/quotas 

o Initialize the values in the quotas file by 
running /usr / etc/ quotacheck on the file 
system 

• The quotacheck command f cirmat: 

/usr / etc/ quotacheck file_system 

• Do this on every file system that is to have 
quotas 

o quotacheck can be executed u.sing the a 
option to initalize all file systems listed 
in the /etc/fstab fiie 
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CREATING QUOTA LiMiTS 

• Quota limits for a user are created with the 
/usr/etc/edquota command 

/usr / etc/ edquota user 

e The vi editor ( or the editor specified in the 
EDITOR environment variable) is invoked 
on the user's quota records 

• When the -b, -B, -i, -I batch options are 
used, no editor is invoked 

edquota [-b bsft# -B bhrd# 
-iisft# -I ihrd# ]/ fs_nm user{s) 

• To set a soft hlock iimit of 500 for several 
users on the /mnt file system (using the 
batch format) 

edquota -b 500 /mnt smith joneslarson 

• Existing quota 1itnits can he copied from 
one user to another by t1s1ng edquota with 
the -p option 

edquota [-p] prot-·user user(s) 

Example: 
edquota -p srni th jay brown 
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ENABLING FILE SYSTEM QUOT AS 

• Quotas are enabled with the 
/usr/etc/quotaon command 

•The· quotaon command format: 

/usr / etc/ quotaon /Jile_system 

e • Quotas can be disabled with the 
/usr/etc/quotaoff command 

• The quo tao ff command format: 

/usr I etc/ quotaof f /Jile_system 

• Quotas are automatically disabled when 
Jile_system is tin.mounted_ · · 

• If quotas. have been disabled, quotacheck 
9 ·should be run before they are enabled 

• again 

o This wil1 account for any activity that 
occurred while quotas were disabled 
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AUTOMATING QUOTAS 

• The -a optiort catises /stab to he read when 
running quo tac heck, quotaon arid quo tao ff to 
determine -which file systems should have 
quotas · 

o The file system\; /stab entry should 
contains the dptibti quota 

• Example f stab eh try for· a file system with 
quotas: 

/dev/daod /mnti 4.2 rw;quota 1 i 

• To invoke qtiotas at boot time add these 
lines to the /etc/re.local fi1e: 
/usr /etc/quota.check -a 
/usr/etc/quotaoh -a 
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DISPLAYING CURRENT QUOTAS 

\ 

• The quota command displays the user's 
current usage and limits 

o Non-superusers cah only check their 
own quotas: 

% /usr /ucb/ quota -v 

• To check other user's quotas,. enter: 

# /usr /ucb/ quota -v user 

• Without the -v option, nothing will be 
displayed for file systems that are not over 
quota for that user 

• To display file system tisage and quotas, 
use: 

# /usr I etc/repquota 

• The -a option can be specified instead of file 
system to check ali default quota file 
systems 
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CHECKING FiLE SYSTEM FREE SP ACE 

\ 
'· . 

• The df command displays the amount of 
space used and available in ·tile systems 

o The space is listed iii ki1ohytes 

o The df commahd format: 

df [Jile_system] 

• If no file system is specified; free space for 
all mounted file systems listed in /etc/fstab 

• are given 

• The -i option displays the used and free i­
. noc;l.e count 

• ·The command: 

df . displays ctirreht file system 

• The commahd: 

df -i displays hlks and frags 

:::_ HJ!JO CONVEX - Education Center 7-012t . Aug 15, I !l!JO 



DETERMINING DISK USAGE 

• The du command lists the amotlnt of space 
taken by a directory and its contents 

o Space is listed in kilobyte blocks 

• The du command format: 

du [ options] [ directories] 

• The -s option displays oniy the grand total 
for directories 

Example: 

% du -s /mnt/smi th. 
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DISPLAYING FltE SYSTEM USAGE 

• The /usr/etc/quot command displays the 
amount of space taken by a tiser on a file 
system 

• The quot command format: 

/usr I etc/ quot options file system 

a.The -a option cati be specified instead 
of file system to disp1ay values for all 
mounted fi1e systems 

o The -f displays riti:tnber of files as well 
as the fiie space owrted .by each user 

o The -v option displays totals.for files 
not accessed in the last 30, 60, or 90 
days 

o Example: 

# /usr/etc/quot /mnt 
/dev/daOh (/mnt): 
24530 j ohnson 
1693 j oister 
1115 smith 
642 canners 
43 anderson 
8 j ones 
3 #153 
1 test 
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THE OP UTILITY 

• Allows execution of certain root operations 
without superuser privileges 

o Dumps 

o Tape handling 

o System shutdown 

o Killing processes 

• Requires defining commands and who can 
execute them in the /etc/op.access file 

• Using the /etc/op. access file 

o Verifies that the operator can execute 
the command 

o Validates any variable arguments 

o Sets up specifi.ed attributes (uid, gid, 
um.ask, etc.) 

• Logs attempted executions (successful and 
unsuccessful) via syslogd 

• An operator is denied direct access to the 
/etc/op. access fiie 
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THE OP UTitlTY (page 2) 

• An operator cart obtain he1p atid a list of 
executable comtnartds with the format: 

/etc/op -h 

• The op cotninand reqtiires ah access_name 

o command (defined tn /etc/op.access) 

I etc/op access_name [ access_arg ... ] 
/etc/op dUrilprnnt 

• Each access_name cart require either literal 
or variable a:rgutnettts. 

/etc/op dump / 
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op.access FILE 

• Describes operator-type functions (access 
name and restrictions) to be used by the op 
utility 

• Operator-type functions are defined by the 
system administrato~ 

o No def atilt fiie exists 

• The attributes that must be defined: 

o Access name--alphanumeric starting in 
column one 

o Full pathname of executable--f allows 
access name preceded with ~hite space 

• . . . . . i 

o Arguments (va:r:1able args can be 
represehted witli :$rt) for th~1 executable 

o .Specific settings or restrictid•n~ (uid, 
. I 

gid, dir, umask; groups, users) 

• File is read ort1y (0400) for seCuity reasons 

I 

\ 
I\ 
'\ 
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The op.access SETUP F'dRMAT 

• The file f orhiat: 
access_name command...:path [$1/arg,arg ... ]; ( restrict=value] 

dump5 /etc/dump 5Gti $1; 
$1=/ ,/project users=smith 

, 

• The f orrn can be seve:rai iihes; all 
continuatioh lihes earl begin. with any 
character EXCEPT· aipharttiineric 

• The access_name is a reqtiired alphanumeric 
field beginning iri co1ti±n±i i 

o (This is the paraineter tised with the op 
utility) 

shutdown 

• The comrn.and_path is a :reqtiifed absolute 
pathnam~ of the exettitabie to run when 
the op to/nm.and ls irlvoked with the 
access_name · 

shutJow:h /etc/shutdown 
• The args lre any nti:ttil:H~:t- of literal 

argumen
1
ts t1eeded by the command followed 

by a serp'icolon 

shut,down /etc/shutdown -h now; 
I \ . 

i . 
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The op.access SETUP FORMAT (page 2) 

• args can be variables: 

o Variable args are specified as $1 ... $n 

o They have the form of $n=value 

o Expressions are allowed as 'value 

o The valtie cah b,e single or multiple 
selections separated by commas or no 
value 
#Nate this is an 
#incomplete example 
#rio restrictions provided 
# 
#A single variable seiection, 
{1$1 must test as now at execution 
/;$2 has no value; cart be anything 
shutdown /etc/shutdown ~h $1 $2; $1=now 
# 
#ffiultiple variable selections 
#Operator must enter variable 
tape / etc/tpc $i $2; 
$1.=enable;disabie;start,stop,restart 
$2=all, unito, uniti 

• Operator executes the command: 
/etc/op shutdown now "Disk is full" 
/etc/ op tape start tinitl 

• The commartds are execu.ted: 
/etc/shutdown -h now "disk is full" 
/etc/tpc sta~t Uni_t1 
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The op.access SETUP FORMAT (page 3) 

• The restrictions are -a set of optional 
parameters which specify settings for: 

o uid--numeric use:r ID or login name 

o gid--numeric group or, group name 

o dir-~change directory to path specified 

o chroot--change the root directory to 
the path ·specified 

o umask--set the file creation umask to 
value specified 

o groups--any user belonging to this 
group can execute the command 

o users--aiiow only these users to execute 
the command · 

• The command: 

dumps /etc/dump 5Gu $i; $1=/, /project 
users=smith groups=opgrp 

• Executed by tiser smith or a:hy tiser 
belonging to the group opgrp 

o To exettite: 

/etc/op durnp5 /project 
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The op.access SETUP FORMAT (page 4) 

• To set default values for ail entries, use: 

DEFAULT spec=value 

DEFAULT groups=opgrp . 
users=srni th, j ones umask=077 

as the first non-comment line 

• If an entry defines its· owri restrictions, the 
DEF AULT is overridden 

dump /etc/dump OGu $1; 
$1=/,/project 

groups=dumpers users=j arnes 

• Only members of the dumpers group or user 
J·ames can execute the command 

' • Using.users= or groups= sets the value to 
null 

• For other attributes (uid, gid, dir, chroot, 
umask), a ntill value sets the -attributes of 
the op program 
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/usr /etc/syslog. conj 

• syslogd reads and logs messages into files 
described in /etc/syslog. conj 

• Entries in /etc/syslog. C(!nj determine types 
of messages to log and where to log them 

• Each entry has a selector to determine the 
message priorities and an action 

• The format of each entry: 
j acility. level; send...message.Jiere 

• The facility and level are always separated. 
by a dot and the entry ends with a 
semicolon 

• The facilities available are: 
kern 
user 
mail 
daemon 
auth 

lpr 

local0-7 

messages generated by the kernel. 
messages generated by user processes 
messages generated by the mail system 
messages generated by system daemons 
messages generated by atithorization 
system 
messages generated by line printer 
spooling system 
reserved for local use 

• More than orte facility ±nay he delimited 
with a comina 

o An asterisk indicates all facilities 
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SETTING UP THE syslog.conf FILE 

• The leveis available are: 
emerg 
alert 

crit 
err 

panic condition; normally to all users 
condition that should be corrected 
immediately ( corrupted database) 
critical conditions (hard-device errors) 

I 

. warning 
notice 

info 
debug 

errors 
• warning messages 

conditions that are not error 
conditions but require attention. 
informational messages 
inf ormatioh of Use for debugging a 
program 

• If a message cannot be passed to syslogd, it 
· attempts to write the niessage on the 
console 

• Format alternatives for where messages are 
to be logged: 

o Absolute pathname 

o Hostnaine preceded with @ 

o A comma separated list of users 
(receive messages· if i~gged on) 

o An asterisk (sends message to all logged 
in users) 
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SETTING UP THE syslog. conj FIT.iE (cont.) 

• The default file can_ be modified: 
*.err;kern.debug;auth.notice 
*.err;kern.debug;\ 
daemon,auth.notice;mail.crit 
lpr.debug 
mail.debug 
*.alert;kern.err;daemon.err 
*.alert 
*.emerg 

/dev/console 

/usr/adm/messages 
/usr/adm/lpd-errs 
/usr/spool/mqueue/syslog 
operator 
root 
* 

• An entry cbntaihirig * hitist be at the 
beginning of the 1ine 

• After modifying the default fiie, kill and 
restart syslogd 

• To start the approp:riate daemons at_ boot­
time, the /etc/re.local file intist be modified: 

if [ -f /usr /etc/sys logd ] then 
rm -f /dev/log 
/usr/etc/syslogd & 
echo · starting system logger· > /dev/console 
fi 
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The loggerVTILITY 

• Makes entries in the system 1og 

• A message can be given on the command 
line and is iogged immediately 

• A message can be logged from a ~le ( -1) 

• Messages can be entered with a specified 
priority (-p) using the facility. level pair 

• The format: 

logger [ options] [message] 
logger -p mail. debug '' sendmail 
keeps dyi:hgit 
logger -p mail. debug -f 
/bin/message 
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The verify tJTililTY 

• Aids in diagnosing system problems 

• Uses database flies ih./usr/lib/verify to 
verify characteristics for specified files - file 
type, owner, grotip; and mode 

• Default database files (yotf can add your 
own): 

o 68k 
o nfs 
o batch 
o system 
o net 

• Directories are specified with : dir : dirname; 
file specifications fdilow e~ch dir listing 

• Each file specificatio~. cohtairis colon 
separated fields of file name; mode, owner, 
and group 
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THE verify UTILITY (cont.) 

• Entries can. specify the file type: 

b Block special 
c Character special 
d Directory 
1 Symbolic link· 
p Named pipe 
s Socket 

• Example database file: 
:dir:usr 
convex:775:root:bin:t=d:. 
doc:715:root:bin:t=d: 
etc:775:root:bin:t=d: 
infosys:775:ropt:bin:t=d: 
lib:775:root:bin:t=d: 
spool:775:root:bin:t=d: 
ucb:775:root:bin:t=d: 

• If an asterisk appears ih the first position 
of the fields owner; group, mode, then that 
field is not checked 

• If a ? mark is in the first position of the 
field owner or group, the_n the fiie may have 
any owner or grotip listed in the password 
and group file 
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_ USING THE verify UTitITY 

• To output a list of differences, use: 

verify database-file 

No changes are :trtad.e to the files 

• To interactively chahg.e owner, group, or 
mode, use: 

verify -i database-file 
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THE /etc/cron UTILITY 

• /etc/cron executes programs at specified 
dates and times 

• cron is a daemon started from /etc/re.std 
.. 

• Entries in crontab files· determirte which 
processes to run and when to rtin them 

• crontab entries are in. the file_·/usr/lib/crontab 
and in . crontab files lo_cated in users' login 
directory 

• crontab must be stipp.1ied absolute path 
names to /etc/cron. 
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.CRONTAB FiLES 

• Users can plate crontab entries in a file 
named . crontab in their home directory 

• cron checks . crontab tiles for modification 
once an hour 

• If . crontab has been modified; current ·cron 
commands for the User are replaced with 
the . crontab contents 

• The tellcron utility tatises cron to check 
. crontab imi:riediateiy 

• tellcron take~ rto parameters or options 
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CRONTAB ENTRIES 

• crontab entries have the following f ortnat: 

min hr day_nf....mnth··mnth_of_yr day_nf_jj)k 
prgrm 

• The first 5 fields each contain an integer 
value 

• Multiple va1-lies for a specific field can be 
specified the following ways: 

o Lists of coinma~separated values 

o Ranges of '-' separated values 

o The asterisk specifies all legal values 

• Example crontab entries: 

30 * * * * /usr/adm/accounting > /d.ev/console 
40 04 * * * find / -name • . #:+c • -a time +3 -exec rm -f {} \ 
01 11 * * 7 /bin/sh /usr/spool/uucp/shorten 
37 01 * * * /bin/sh /tis_r/lib/diskspace 
00 08, 12, 16 * * 1-5 /bin/sh /usr/lib/users 
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PRIORITIBS 

• Each process has a priority in the range of 
-64 to +64 

o The priority helps the process scheduler 
determirte which process wi11 be run 

' 

• Lower priority numbers tnean higher 
priority 

• User processes rtirt with. pribrities in the 
range of -32 to +32 with d as the default 

• The nice utility invokes processes with a 
non-default priority 

• The nice cotn:trtartd format: 
nice number command 

• number is the hew priority 

o Number must be preceded by + for 
positive priorities; or a - r or negative 

J 

priorities 

· o Only the superuser can specify negative 
priority values 

Example: 
# nice -20 ps aux I less 

# nice +64 sleep iOOO & 
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THE /etc/renice COMMAND. 

I 

• The renice command. changes the priority of 
• running processes . 

• Only the superuser cah lower nice values 

• The format of the renice command is: 

/etc/renice number processes 

• processes can be a combination of: 

-p fallowed by process tbs~ 

-u fallowed by a iist of users. 

-g followed by a iist of process groups. 

• number is the new.priority to be assigned to · 
the processes 

Example: 

# I etc/renice +20 -u smith 
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MONITORiNG SYSTEM ACTIVITY 

• There are several utilities available to 
monitor system activity 

•-These utilities can be used, to determine: 

o The amount ahd kind of activity 
• occurring 

o The system resources being used 

• I 

o The resource efficiency 
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THE ps tJTILiTY 

\ 
\ 

• The ps utility describes the status of 
• running processes 

• By default, ps lists processes with the same 
UID as the user running ps · 

o This can he chartged with the options: 

a All processes associated with terminal 
g . A11 processes for the current user 
ttty Processes belonging to process group 
x Processes hot assigned to a terminal 
#pid List only this process 

Example: 

% ps -t03 
.... 

► 
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THE ps COMMAND OUTPUT FIELDS 

• The following outptit fields can be 
produced. by ps: 

Title bescription 

PID 
TT 
TIME 
STAT 
COMMAND 
USER 
%CPU 
NI 
RSS 
SIZE 
LIM 
TSIZ 
TRS 
RE 
SL 
PAGEIN 
UID 
PPID 
CP 
PRI 
WCHAN 
F 

~ l.!JOO CONV"EX - Education Center 
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Process ID. 
Cohtroi terminal. 
CPU time. 
Process state·. 
dbrrttna.nd •. 
User name. 
CPU utilization. 
Nice value. 
Residett t set size. 
Virtual size. 
Soft. memory iimit. 
Text image size. 
Resident set size of text image 
Inco:t-e time~ 
Sleep time. 
Page requests requiring disk 11 
User t:D. 
Parent process ID. 
Short term CPU utilization. 
Process priority. 
S1eep address. 
Prbcess flags. 
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ps OUTPUT FIELDS (page 2) · 

•The PID, TT, TIME, STAT, and COMMAND 
fields are always listed 

• The following options define which 
additional fields are displayed: · 

• u ( user oriented): 

USER %CPU %MEM SZ RSS 

•v (virtual memory statistics): 

SL RE PAGEIN SIZE RSS LIM TSIZ TRS %CPU 
%MEM 

• 1 (long listing) 

F PPID GP PR! NI SIZE RSS WCHAN 

•Example: 

ps -u 
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THE syspic UTiLiTY 

• The syspic utility dispiays the current 
system activity 

• It can be used to determine if there are any 
problem areas in the system 

• The format of syspic is: 
syspic -p picture 

• picture cah be.one of the following: 

o system is the default picture selected if 
-p is not used 

o disk gives a picture of the disk activity 

o tty gives a picture of the activity on 
TTY 1ihes 

o network gives a picture of the network 
activity 

o kluster gives statistics on various size 
distributions fr'otn disk tr::insfers and 

• page1ns 
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THE syspic UTILITY (page 2) 

o proc gives information on processes 

* Memory 

* Per-CPU usage 

* Top ten processes sorted by CPU 
usage 

o vm gives an overview of virtual memory 

• The screen is updated every 5 seconds by 
default until the process is interrupted 

Example: 

% syspic -p disk 
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CXBATCH SYSTEM OVERVIEW 
\ 

• The· batch system a11ows processes to be 
queued for execution 

• There are advantages to u'sing the batch 
system for long, tinie-cdnstiming tasks: 

o A CPU will not· he overloaded with 
several of these p:rocesses running at 
one time· 

o Tasks can be assigned a higher or· lower 
priority autotnatica1ly 

o Resources can be defined on a quetie­
by-queue basis 

. . - ~ '\ . 

• Processes are placed oh the batch queue 
voluntarily 

• A queue daemon, /usr /lib/nqs/nqsdaemon, 
processes ail local qtietie reqtiests 

• The netdaemon processes remote 
transactiorts 

• The shepherd daemon watches over batch 
jobs 

: l(J!JO CONVEX- Education Center 8-012t Aug 20, l!J!JO 
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BATCH CONFIGURATiON UTILITIES 

• There are two uti1ities for establishing and 
operating CXbatch: · 

qmapmgr 

qmgr 

qmapmgr builds ahd 
maintains the network. 
database; it estah1ishes a 
mapping bet-Ween CXbatch 
artd each machine in the 
CXbatch configuration. 

qmgr controls requests, 
queues; and. general CXbatch 
configu~ation on a iocal 
system . 

. • Two types of CXhatch queues to route and 
execute batch requests: 

batch only executes batch requests; 
does no rdutirtg 

. 
pipe transmits reqtiests to other 

batch queties lotal1y or 
remotely 

'I,lO!JO· CONVEX• Education Center 8-0i3t Aug 20, 1900 



' f 
t 
f 
i 

t 
i 

l 
f r ; 

C 
t 
~ 

1 
1 
f 
~ 

I • I J 
} 

• 
~ 
,.; 

f 
'~ ., 

FLOW OF CXBATCH REQUESTS 

r-• 
1-•J 

@1000 CONVEX- Education Center 

- -

batch 
ueue 

... ,., T 

Local Svstem 

nqsdearnon 

netdearnon 

netserver 

8-0 L4t 

T -~----•rT T 

Remote Svstem 

batch 
ueue 

netserver 

netden.mon 

nqsdeamon 

Aug 20, 1000 

I I -

' 



SETUP OVERVIEW 

• Setting up batch qt1eues requires the 
following: 

o To ailow submitters to import/export 
working directories NFS must be . ' running 

o Verify that the daemon. programs, 
nqsdaem.on, netdat;mon, and logdaemon are 
running and and. that an entry for 
nqsdaemon appears in the re. local file 

o Create the Cxba.tch configuration 
database with the qmapmgr command 

o Determine type (batch or pipe) of queue 
to be configured on each system 

o Create qtleties·and define·attributes of 
each queue ori each sys·tem with qmgr 
utility. 

o Edit /etc/hosts.equiv file to allow access 
to remote queties or notify users to 
create a . rhosts file 

o Create accotints for users who do not 
have accounts_ on the Cxbatch 
machines 
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SETUP OVERVIEW (page 2) 

· • Continuation of setting tip batch queues 

o Notify tisers that . login, . cshrc, . logout, 
and .profile flies may n~ed to be 
modified 

o Notify tisers of cd.tninahds and options 
available with cxbatch I 

.... 

s l990 CONVEX - Education Center 8-016t Aug 20, 1990 

I • I 
• • I 

I 
I 

• • 



' f 

STARTING cXBATCH DAEMONS 

• The following daemon programs must be 
running to install, create, or modify 
CXbatch queues: 
nqsdaemon Handles a111oca1 

transactions, including 
submits, deietes; job 
scheduling; and system 

netdaemon 

· configti:ration 

Handles all remote 
transactions 

• The logdaemon must be running to record 
error messages . 

o nqsdaemon and netdaemon contact 
logdaemon whert they need to print an 
~rror message 

• These three daemons are started from 
/etc/re.local with the entry: 

if [ -f /usr /lib/nqs/nqsdaemon ] ; then 
/usr /lib/nqs/nqsdaemon > /dev/console 
/bin/echo "Started CXbatch daemons." > /dev/console 

fi 

• During the C:xhatch process; netdaemon 
may exec a netserver . 

o nqsdaemon will fork a shepherd to 
run/route the job 
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THE qmapmgr tJTitiTY 

• Use qmapmgr to bui1d the network database 

• The network database contains: 
mid The machine identification 

number used ·by CXbatch to 
identify a specific machine 

hostname 

alias 

uid 

This serves as the principle 
name attd must be contained 
iii the /etc/hosts fi1e 

N arries, other than 
hosthaine; of machines in the 
network · 

User tb tltimber; a user iD 
on one machine can be 
mapped to a tiser ID on the 
iocal machine · 

gid Group rb tlti±rtbet; a group 
i:b oh dhe machine can be 
mapped to a group ID on the 
local machine 

The format: 

/usr /convex/qrnaprngr MAPMGR: 
keyword parameter 
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INITIAL CONFIGURATION 

• Create the initial database for CXbatch 
(installation procedure) with the qmapmgr 
utility 

• The format: 
/usr/convex/qrnapmgr 
MAPMGR: create 

• During installatiort assigrt machine 
identification numbers (MID) for all 
machines rtinrting Cxbatch with the 

· qmapmgr utility· 

• The format: 

MAPMGR: add mid i hostname 

• To view a list of machines M1Ds, use: 

MAPMGR: show 

•Information can be added or deleted from . . 

the database any time with qmaprrJ,gr 

• A default cortfigtiratioh may be selected 
during insta11ation 
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THE qmgr UTiLiTY 

• The qmgr utility provides a variety of 
control and configuration capabilities: -

o abort 
o add 
o add/ change attributes 
o create · 
o delete 
o enable 
o disable 
o move 
o start 
o stop 

• With the qmgr Utility; operators and . 
managers cah control and configure queues 
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CXBATCH MANAGERS AND OPERATORS 

• The qmgr utility allows Users to be 
identified as either manager or operator of 
CXbatch 

manager 

/ 

A- user who may change any 
CXbatch characteristics on 
the locai machine 

operator A user who :tnay execute 
only the operator commands 
which are a subset of th·e 
qmgr coriiinands (A list of 
operator commands is 
provided ih the CONVEX 
CXbatch System Manager's 

_ Guide) . 
The op utility can he tised td allow access 
to specific qmgr com±nartds· · 

• Users have access to the fo11~wing qmgr 
commands: 

o exit 
o help 
o hold 
o show 
o move 
o release 
o request 
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MANAGER AN:D OPERATOR PRIVILEGES 

• To allow a user manager privileges, use the 
· m option: 

/usr/convex/qmgr 

Mgr: add manager userriame: m 

Mgr: add manager userid@hostname: m 
.. 
\ I 

• To allow operator privileges; use the o 
option: 

/usr/convex/qmgr 
Mgr: add manager username:o 

Mgr: add manager userid@hostname:o 

· • To display a list of authoi-ized CXbatch 
managers artd. oper.a,tors, ti.Se the show 
managers cdtii:hi.artd:· · 

/usr/corivex/qmgr 

Mgr: show managers 
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DEFAULT QUEUES 

• To select a default (local) cohfiguration 
when installing CXBATCH: 

o short queue 

o long quetie 

o verylortg queue 

• Additional queu~s (batch or ·pipe) can be 
defined specifically for yotir system(s) 

• The number of qtieties does not indicate the 
number of jobs that earl be rtin at one time 

o One or in.ore jobs can he e~ecuted from 
each qtietie 

o Jobs cah be assigned to qtieues based on 
systerri activity 

• Resource limits may be set for each queue 
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CUSTOMIZING THE cXBATCH SYSTEM 

• Match workload to avai1able resources 

o Single-machine system 

o Muitipie machines 

o Site-specific situations 

~ CPP time required 

* Machine load . 

* Machine tise 

• Batch queues vs. pipe queues: 

Batch routes to specific queues 

Pipe client rotites to fi:rst qtietie in its 
destirtation list· that is 

· avai1able with reqtiired 
resources 

Pipeldav routes to destination queue 
with the iowest- ioad factor 
that_cart accept the job 

• 
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CONFIGURING A BATCH QUEUE 

• Use the qmgr utility to create and customize 
batch queues 

/usr/convex/qmgr 

Mgr: create batch_qu,eue queuename 
pr= queuenumber 

• The pr option is tised to determine 
servicing (inter-quetie priority) of queues 

• Enable the qtieue(s) tri allow them to 
accept jobs: 

Mgr: enable queue queue_name 

• Start the qtieue(s) to a11ow reqtiests to run: 

Mgr: start qtietie queue_name 

. . 

• To allow qtieties to rtin requests during 
specific hotirs, add an entry to the 
/usr/lib/crontab fiie indicating time to start 
and to stop each qi1eue: 

o 18 * * * /usr / convex/ qmgr start queue queue name 

o 7 * * * /usr/convex/qmgr stop queue queuename 

• Any requests in the qtietie that are running 
when the stop command is executed are 
allowed to complete 
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SETTING QUEUE ATTRiBUTES 

• Specific resotirce lirriits and/or attributes 
, can be set for each queue 

• Default resources/ attributes include: 
ATTRIBUTE 

I run_limit 
I 
I 
I 

1 accounting 
I 

I activityjd_offset 
I 
I 
I 

no....access 

I import directory 
I 
I 
I 
I 
I 
I 
I 
1 coreflle_limit 
I 

! data-1imit 
I 

' 
DESCRIPTION 

I Determines the maximum number of 
. I requests that cart be rtin 
I . simultaneously .. 
I 

Tilrn accoilrttlng on/ off for CXbatch. i 
I 

A number that is added to a job's 
acttvlty ID for rna.lntatntng 
accotintlng information. 

Used in conjunction ·with add 
users/groups parameter; allows access 
to be restricted to specific users or 
groups. 

Detei-in1nes whether submitter's 
current directory will be imported or 
the stibrriHter wiil be allowed to 
import the directory. To allow 
1mporting of directories, NFS must 
he running. 

Determines tnaxipium size of core 
file. 

Determines maximum size in bytes of : 
the data segment for a process. I 

I 

per _process permfile_limit Limits niaxirituhi size of a file 
created by any process within the . i 
request. 
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QUEUE ATTRIBUTES (page 2) 

ATTRIBUTE 

I nice_value-1imit 
I 
I 
I 
I 
I 
I 

I stack__limit 
I 

I per _process cpu_limit 
I 
I 
I 

1 
working_setJimit 

DESCRIPTION 

Determines the proportion of CPU 
time allocated to a process relative to 
all other processes in the system. The 
lower the value, the higher the 
proportion of CPU time allocated to 

· that process. 

Maximum size allowed for a process. 

Limit placed on per-process maximum 
CPU tlme Hirilt; if time is exceeded, 
process is killed by default. 

Limit on physical memory. 

• Users can specify 1imits that are applied to 
each process request 

o CXbatch compares the 1itnits specified 
e for each request with established limits 

o Requests exceedihg limits are rejected 
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DEFAULT QtJEtJE VALVES 

• Default attributes assigned to the queue: 
Run_limit = i · 
Accoun tin_p;: Off 
Activity ID offset: 0 
Unrestricted access .. 
Import directory: Not available . . 
Per-process core file size limit = UNLIMITED 
Per-process data size limit =UNLIMITED. . _ 
Per-process permanent file size limit = UNLIMITED. 
Per-process exectitiort rtice valtie = O . 
Per-process stack s}ze li~ip == UNLIMITED 
Per-process CPU time htn1t = 36.000.0 
Per-process working set limit ~ 10 megabytes 

• Change resbtirce limits on a host machine 
with the qlimit command: 

/usr I convex/ qlifni t [hostname} 

• The format for setting the· resource limits:· 

Mgr: set attribute=(valy,e) queuename. 

Mgr: set attribute queuename 
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SETTING QUEUE VALVES 

\ 
\ 

• To set the rtin limit: 

Mgr: set run_lirni t=2 queuename 

• To set the CPU limit: 

Mgr: set per_. process cpu_lirni t= (5: 00) ·\ 
queue name 

• To limit access to specific users: 

Mgr: set no_access queuename 

Mgr: add users=(smith, jones) 
queuename 

• The qmgr{B) man page provides a complete 
listing of all parameters and the format for · 
each attribute 
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DISPLA YlNG QUEUE ATTRIBUTES 

• To verify queue attributes, use .the show 
command with the iJ.n:igr utility: 

Mgr: show attribute 

ATTRIBUTE DESCRIPTION 

------------------------~' 

all bispiays limits supported, 
managers; parameters, and 
qtieues. 

limits_supported Dispiays resource limit types 
which· are ·meaningful on the 
local machine. 

long queue 
' 

:Displays 1ohg format of the 
statµs of a11 queues; st1pplies ~ 
inf ortriation on resource 
limits for each queue. I 

parameters 

queue 

I,l990 CONVEX• Education Center 

Displays the defaults for all 
queues oh the local machine. 

bisplays status information 
of al1 queues on the local 
machine. 
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pipe client 

• The pipe client is a program that decides 
destination for qtietie requests 

o Based on queue resotir~e limits 

o Based on load average 

• Batch requests are f orward.ed through the 
pipe queue to the destination batch queue 

• A server must be identified when the queue 
is created 

o pipeclient - rdtites to the first destination 
· queue that meets resource requirements 

o pipeldav - routes to destination queue 
. with iowest.load factor that meets 
resource requirements 

• The pipe queue can route· to the local or 
remote machine 
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SETTING UP THE pipeclient 

• Format to configure the pipe client queue: 

/usr/convex/qmgr 

Mgr: create pipe qu-euename pr=#\ 
server=(/usr/lib/nqs/pipeclient) \ 
des t= ( queuename@host, queuename@host) 

• Commands can be entered oh more than 
one line 

o Continuation line must ertd with a 
space and a siash ( \) 

• To set lip the Jc qtietie to route to local 
queue fast arid remote q-Uetie be'st: 

Mgr: create pipe f c pt=20 \ 
serve~=(/tisr/lib/nqs/pipeclient) \ 
dest=(fast@local,best@remote) 

• enable and start the quetie and set 
appropriate :resotirte limits · 
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LOAD BALANCING 

• The routing of a job can be dorie using the 
principle of load balancing 

• Load balancing places job ·based solely on a 
modified load average algorithm: 

mod ld avg === {ld avg + ( q · lngth * wei'ght))/scale 

• The pipeldav program maintains the load average 
information on a quetie-hy-queue basis 

o 'pipeldav reads the ioad information for each 
host · 

o Contacts the netdaemon to get queue 
information 

o Increments the load average by a weighting· 
factor for each job in the queue 

o Gives the job to the best processor 

o weight - is given per queue 

o scale - is given per machine 

o 0240 gets higher scale 

o Cl gets lower scale 
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SETTING UP THE pipeldav 
\ . 

' 

• The generai format to configure the 
pipeldav queue: 

/usr/convex/qrngr 
Mgr: create pipe queuename pr=#\ · 
server= (/usr /lib1/nqs/pipeldav f-w#/ (host scale/) \ 
de st= ( queuename@host, queuename@host) 

• To set tip the vc qtieUe to route to local 
queue fastest and remote qtietie c with a 
weight of 2.0: 

Mgr: create pipe fc pr=20 \ 
server= (/t1sr /lib/nqs/p1peldav -w 2. O) \ 
dest=(fastest@local,c@remote) 

• The w option is used to set a weighting 
factor greater than the default (1.0) 

• Diff ere·nt scaie vaiues can be assigned to 
each destination qtietle: 

server= (/usr /lib/nqs/pipeldav local 2. o \ 
remote 3. O) 

• enable and start the qtieu.e 
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MODIFYING Fll.iES FOR REMOTE ACCESS 

• Users must have an account on each 
system where their jobs wili be executed 

• For CXbatch execution; each user must 
have access tb the hosts without password 
validation 

o This may be accomplished in two ways: 

o Create a system-wide file 
(/etc/hosts. equiv) of accessible hosts on 
each of the CXbatch machines 

o Each user can create a file ( ~;. rhosts) 
containing a list of hosts 

o Hosts are accessed without password 
validatioh on each system executing 

· batch requests 
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IMPORTING DIRECTORIES 

• The import attribute on each queue: 

o Determines how the queue gains access 
to the irtptit files 

o Determines access to files in the 
submitter's current working directory 

• Set import attributes with set import dir 
with the qmgr utiiity: -

ATTRIBUTE DESCRiPTtON 

yes 

available 

no 

Imports the current working 
directly unless explicitly 
restricted. by the submitter 

imports the current working 
directory at request of 
st.t binitter . 

_ Does :hot import the current 
working directory;· rejects 
jobs that require input files 
to he imported 

• Files systems that are eligibie for remote 
mounting must be listed in the /etc/exports 
file . 
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ESTABLISHING A SHELL STRATEGY 

• The shell strategy determines the 
interpretation .of the -hatch commands 

• Use the command set shell strategy 
with the qmgr utility: -

ATTRIBUTE DESCRlPTION 

iixed Specifies specifically which 
shell should be used to 
execute batch request scripts 

free Attempts to duplicate the 
shell choice that would have 
been 'inade if the batch 
reqtiest script had been 
exectited interactively 

login 

I urno CONVEX- Education Center 

Specifies·that the user's login 
shell be used to execute the 
batch reqtiest. 
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MODIFY USER FILES 

• CXbatch reads the User's login shell when 
jobs are executed 

• Interactive commands in the .login, . cshrc, 
.profile, or .logout flies will be executed 
during a batch job 

• To prevent interactiv•e commands from 
running during batch jbbs; add the 
fallowing test to the . cshrc file 

if ( ! $?ENVIRONMENT) then 

interactive commands 
endif 

• Another format: 

if ($?ENVIRONMENT) exit 
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BATCH REQUESTS 

• Submit jobs to the batch qtietie system 
with the qsub command 

• Submit batch requests with interactive 
commands or a script file 

• When the job is complete, notification can 
be mailed to the tlser 

• Files created. during hatch execution are 
written in the ctirreht directory on the 

· local machine unless directed. elsewhere 

• Batch outptit is sent to STD/ff. o and error 
messages are sent to STD IN. e in the current_ 
working directory 

e •When the.STDIJV.o flie is created, it will 
contain the message 

o Warning: no access to tty; thus no Job 
control in this shell; logout · 

o To eliminate this tnessage, the 
subm_itter must redirect output to 
another file 
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CXBATClI SUBM1TTER OPTIONS 

• Options can be specified to control the 
environment in which the request is 
submitted artd exectited: 

o Time to run the request 
' 

o Import or no import of current 
directory 

o Intra-queue p:riofity 

o nice value 

o Resource reqtiireinertts 

o Mail notification. 

o queue 

o redirect standard output 

• Options can be entered on the command 
line with the qsub command 

• Options cah be included irt a script fi1e 
submitted as a batch request 

• The man page for qsub{1) contains a 
complete listing and description of the 
options 
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SUBMITTING BATCH REQUESTS 

• qsub has the format: 

qsub [ options] cmdfile 

or 

qsub [ options] 
· commands 
-o 

• c·mdfile is the name of the file containing the 
commands to run 

• Commands a:re read from standard input if 
file is not listed 

• Some of the options avai1abie: 

-a Time to ruh reqtiest 

-i Impdrt ctirreht directory 

p Set intra-queue priority 

-q Specify quet.ie to which request is 
submitted 

-me Send inail wh~rt job h~s completed 
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SUBMITTING BATCH REQUESTS (page 2) 

• Sending mail to the stihtrtitter upon 
completiort using the slow queue: 
qsub -me -q slow 
f ind / -name ii * . c " -tis er smith -print > find f i 1 e 
--D 

• Jobs can be submitted with a script: 
# 
# Example c shell batch request script 
#Use@$ immediateiy.preceding the options 
# 
# Send the user mail upon completion 
# Submit the job to the slow queue 
# 
# @$-me -q slow 
# 
# To run the script at ii: 00 this evening: 
# 
# @$-a "11: 00pm CDT'1 

find / -name ii*. c" -user smith. -print > f indf ile 
# The shell stops iooking for imbedded commandf' -­
# the first command line ih column 1 

# f 
• Submit the job: 

qsub rnyj ob 

• A copy of the script is kept in the file 
/usr /spool/nqs/scripts 

• Use qJlist to examine a job's script 
qj list requestJD 
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DISPLAYING QUEUE iNFORMATION 

• qstat command examines the qtieue area 
and displays the f ol1owing information: 

o queuename 

o queue type 

o queue stattis · 

o number of requests ih the queue 

o request name · 
I • 

o request ID 

o request owner 

o intra-qtietie priority 

o current request state 

• Some of the available options _are: 

-x queue Lists the tdiiten-ts of queue and ·the 
resource limits 

-a Shows ail :requests; by default, only 
the reqtiests f dr the tis er are shown 

-1 

-m 

Shows lo rig form of information for 
a queued request 

Displays the date and time if the 
reqtiest was submitted with the -a 
option 
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USING THE qstat COMMAND 

• The qstat command format is: 

qstat {options} fqueuename} 

To display the status of the short queue: 

qstat short 

short@convext; type=BATCH; (ENABLED, INACTIVE]; pri=30 
O exit; 0 run; 0 stage; 0 queued; 0 wait; 0 hold; 0 arrive; 

REQUEST NAME REQUEST ID USER · PRI STATE PGRP 
< 2 requests RUNNING> 

3: STD IN 127 .convext snoopy 24 QUEUED 

• Only the submitter's jobs are shown 
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USING THE qstat COMMA.Nb (cont.) 

• To display the resotirces avai1abie for a 
queue: 

qstat -x short 
short@convext; type=BATCH; [ENA.13LED, lNACTIVE]; pri=30 
0 exit; 0 run; 0 stage; 0 queued; 0 wait; 0 hold; 0 arrive; 
Run_limit = 2; 
Accounting: On 
Activity ID offset: 0 
Cumulative system space tirrie = 48.890000 seconds 
Cumulative user space time = ia.24oood seconds 
Unrestricted access 
Import directory: Yes 
Per-process core fiie slze Hmlt = UNLWlTE:b <DEFAULT> 
Per-process data size Hm1t = UNLWITED <DEFAULT> 
Per-process permanent file size limit= UNLIMITED <DEFAULT> 
Per-process execution hice ~alue = 0 <DEF AULT> 
Per-process stack size limit= UNLIMITED <DEFAULT> 
Per-process CPU time limlt = 36000.0 <:DEFAULT> 
Per-process working set limit= io megabytes <DEFAULT> 

REQUEST NA.J.v1E REQUEST ID USER PRI STATE PGRP 
1: STDIN . 128.convext snoopy 24. RUNNING 28518 

• To display aii reqtiests in a queue: 
qstat -a short 

short@convext; type=BATCH; [ENABLED, RUNNING]; pri=30 
o exit; 2 run; o stage; 1 queued; o wait; o. hold; o arrive; 

REQUEST N.AivtE 
1: STDIN 
2: STDIN 
3: STDIN 

REQUEST ID 
125.convext 
126.convext 
127.convext 

i'.;1990 CONVEX - Education Center- 8-045t, 

USER PR! ST A TE 
mentor 24 RUNNING 
mentor 24 RUNNING 
snoopy 24 QUEUED 

PGRP 
28153 
28160 
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REMOVING QUEUED JOBS 

• Jobs can be removed from the qtieue with 
the qdel command 

• The qdel command format· for a submitter 
to remove his/her own reqtiest: 

# qdel requestJD 

qdel 127 

• Only priviledged tisers can remove jobs 
submitted by others 

o Superuser 

o Batch operator 

o Batch_ manager 

• To remove ohe of the jobs belonging to 
user snoopy: 

# qdel _-ti snoopy 126 

• To kill executing jobs; tise the -k option -

# qdel -k requestJD 

• To kill the process lead.er, the submitter 
may use: 

# kill -1 PGRP or kill -HUP -PGRP 

I, 1000 CONVEX• Education Center 8-046t Aug 20, 1090 
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MOVING JOBS 

• Jobs can be moved from ohe queue to 
another with the qmgr move my_request 
command 

• The job cannot be moved if the request 
exceeds queue limits or access restrictions 
of the new queue 

• Batch operators and managers can move 
any job, regardless of restrictions 

• The format for the move command: 

/usr/convex/qmgr move my_request \ 
request__j,d queuename 

/usr/convex/qrngr move my_request \ 
127 long 
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HOLDING BATCH REQUESTS 

• Submitters can prevent their queued jobs 
from starting execution with the qmgr hold 
request command 

• Batch operators and managers can hold 
any submitter's job 

o Only operators or managers can release. 
the job 

• The format to hold a job: 

/usr/convex/qmgr hold request 
request_i,d 

/usr/convex/qmgr hold request 127 

• To release the job: 

e /usr/convex/qmgr release request\ 
request_i,d 

/usr/convex/qmgr release request\ 
127 

©1990 CONVEX• Education Center 8-048t Aug 20, 1990 

I 



~_;1900 CONVEX- Education Center 8-048t Aug 20, I0!lO 

'hr t:ftns-r 71 ■ 



THE PRINT SPOOLER 
\ 

• The print spooler has the following 
features: 

o Multiple printers 

o Local or remote printers 

o Multiple spooling queues 

o Filters 

* Text is sent through filters before 
being written to the print device 

* Several sets of filters can be 
avai.1able for each p:rihter 

* The tiser pritttirtg the text can 
sp·ecify which fiiter to u~e 

• Facilities to maintain and monitor the 
spool queues 
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SETTING UP THE PRINT SPOOLER 

• Define the print spooiers in the /etc/printcap 
file 

• Create the spool directory ,in /usr /spool 

• Create any non-standard filter programs 

• Start the printer daemon (/usr/lib/lpd) 

• Enable the q_ueueing and printing of print 
requests with /etc/lpc 

. 
• Create a list of trusted hosts· in the 

/etc/hosts. eq'uiv.pr fiie 

( l'.JQ0-CONVEX - Education Ce:,ter 0-002t Jul 20, 19!J0 
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THE /etc/printcap FILE 

• /etc/printcap contains printer descriptions 

• Each entry describes a printer in termcap 
format: 

Some available fields are: 
Name Type Description 
af str Name of accounting file 
br num Baud rate if lp is a tty 
fo bool Print a form feed when device is 

if 
If 
Ip 
of 
pl 
pw 
px 
PY 
rm 
rp 
rs 

sb 
sd 
sh 
tc 

tr 

str 
str 
str 
str 
num 
num 
num 
num 
str 
str 
boo1 

bool 
str 
bool 
str 

str 

's'-1990 CONVEX• Education Center 

opened 
Name of the accounting text filter 
Error logging filename 
bevice na:tne to open for output 
Name of output filtering program 
Page iertgth (in lines) 
Page width (in characters) 
Page width irt pixels (horizontal) 
:Page length in pixels. (vertical) 
Machihe name for remote printer 
Remote printer name argument 
Restrict remote users to iocal 
accoti:hts 
Short banner ( one line only) 
Spool directory 
Suppress prihting of banner page 
Entry of similar printer - must be 
last 
String to print when queue empties 

9-003t Jul 20, 1990 
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/etc/printcap (Co11tihued) 

• Sample printcap file: 

lp I rm I local line printer:\. 
:af=/usr/adm/lpd-acct:if=/tisr/lib/lpf:\ 
:lp=/dev/lpO:sa=/usr/spool/lpd:\ 
:lf=/usr/adm/lpd-errs:pu:mx#b: · 

lp1 I line printer w/o filter:\ 
:lp=/dev/lpO:sd=/usr/spool/lpd:\ -
:lf=/usr/adm/lpd-errs:pu: · 

vaxif I long I rip I imagen:-rip I remote imagen on the C-1:' 
: p=:rm=convex:rp=ip:sd=/usr/spool/ripd:\ 
:lf=/usr/adm/ipd-errs: 

rm1 I remote on p2: \ 
:lp=:rm=toto2:rp=lp:sd=/usr/spool/rlpd:\ 
:lf=/usr/adm/lpa-errs:pu: 

imaprint I generic Imagen printer:\ 
:pl=60:pw=80:px=2n1e:py=2624:\ 
:sb:scS:sh: · 

imaspp I generic Imagen serial printer:\ 
:br#g6oO:cf=/usr/local/lib/icif.s:\ 
:df=/usr/local/lib/idvi.s:\ 
:tc=imaprint: 
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PRINT FILTERS 

• The spooler passes the text to be printed 
through a spo~oler program 

• Filter programs are designed to handle 
different printer types· 

o Some of the tasks they p_erf arm are: 

* Initialize the printer. 

* Send the text 

* Process special characters 

* Process the end of printing text 

·I l!JOO COl'.f"v"EX- Education Center 0-00St Jul 20 1 l!J!JO 



PRlNT FILTERS (page 2) 

• The standard output filter is specified in 
the of field in printcap · 

o Specialized filters can be defined in 
printcap 

• The spooler invokes the fi~ter 

• The text to be printed is sent to standard 
input on the filter 

• The filter's standard output is set to the 
printer device 

• Page size parameters are passed to the of 
filter: 

-wpage_1.L)idth · 
-lpage_l,ength · 

~ 1990 CONVEX - Education Center 9-006t Jul 20. 1990 



THE SPOOLER FILES 

• The spool directory is specified in the sd 
field in printc ap 

• There should be a separate spool directory 
for each printer 

• Spool directories are subdirectories of 
/usr /spool: · 

rnkdir /usr /spool/printer_name 

• Spool directories sho111d be writable only 
by the user and group daem_on (UID and 
_GID 1) 

# chall -o daemon -g daemon -rn 770 
.spooL.Ilir · 
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THE /usr/lib/lpd tJTIL!TY 

• /usr/lib/lpd is the printer daemon 

• It is invoked from /etc/re 

• When lpd is invoked, it rtstarts any jobs 
that were not finished when the system 
went down 

• lpd will fork to handle print requests 

• There may be more than 1 copy of lpd 
· running at one time 

~ l!l!JO CONVEX - Education Ce11ter !J-OOSt Jul 20, l!J!JO 



THE /etc/lpc UTILITY 

• /etc/lpc is the printer control program 

• Enables and disables printers and spooling 
queues 

• Re-orders print jobs 

• Displays printer status 

• lpc comman.ds include: 

help command 
clean printer 

enable printer 

start printer 
disable printer 

stop printer 
status printer 
printer Job# 

exit 

f 1090.CONVEX- Education Ce.,ter 

Help for com.mand 
Ciean printer's queue 
directory 
Enable spooi requests on 
printer 
Enable printing on printer 
Stop printer from 
accepting requests 
Stop printing on printer 
Display ·printer's status 
Place a job at the top of 
queue 
Exit the lpc command 
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THE lpr UTILITY 

• lpr utility initializes print requests 

• lpr Specifies inf ortnation to the spooler 

o The text to print 

o The printer to tise 

o The filter to use 

• The lpr comrriand format: 

1 pr options files 

• options can be specified 

- P printer Sends output to printer 
-rn Maiis a message to the user 

when printing is complete 

• lpr reads ·standard iriptit if rlo files are 
specified 

• Example: 
% lpr data 

~ l!J!JO CONVEX - Education Center 0-0lOt Jul 20, l!JOO 
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THE lpq UTILITY 

• The lpq utility ~isplays the contents of the 
print queues 

• The lpq command format: · 

lpq options 

Options. 

+ 

-Pprinter 

Example: 

% lpq + 

; UJ!lO CONVEX - Education Center 

Function 

Display the print · 
quetie untii · it 

· empties 

Use printer instead 
. of the default 
print queue 
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THE lprm UT:rtiTY 

• The lprm utility removes jobs from print 
queues 

• Use the -P option to specify the printer 

lprrn [-Pprinter] job 

• job indicates the job to remove 

Remove all jobs for the user 

job# Remhve specific job# 

Examples: 

% lprm -

% lprrn job# 
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ACCOUNTING OVERVIEW 

• Accounting keeps track of: 

o Processes 

o Logins 

o Disk usage 

o Tape usage 

o Printer tisage 

• Each of-the above has its own set of data 
files and programs to process the datafiles 

• The programs are sh or awk scripts and can 
be modified to prodtice site-specific reports 

bill iaput files t----="'I 

usr m 
log/ba.tchlog 
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PROCESS ACCOUNTING 

• Process accounting is initiated with 
/ etc/ accton in the / etc/re file · 

• The command requires an, argument: 

o /etc/accton /usr/ad:m/acct 

o acct is the binary data file which 
contains accounting inforrnation 

• Data is catirtated to /usr/adf?i/acct until the 
disk space in the /usr/adm file system 
exceeds 98% of capacity · 

• Accounting must be started manually when 
. the available space drops back to 96% 

• To turn off accourtting ttiahtially, use: 

/etc/accton 

• To turn off accountirtg permanently, 
comment the line irt /etc/re. 
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PROCESS ACCOUNTING (page 2) 

• For each process, accounting records: 

o Process name 

o User, group, and activi~y IDs 

o Total time run 

o Total CPU time 
S'~+eut . 

o Total use~ time· 

o-C_Fotal grotip time 

o Start time 

oTTY 

o Memory usage ~ l< 13>~ h. * S~0 '-"-~ 

o Disk accesses ,4-u., cc&i.Q Io - c (J-1..,~ 

~Q.ob.'i' 
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BUILDING REPdRTS OVERVIEW· .. 

• The source to the accounting program is 
kept in the file /usr/adm/accounting.c 

• Executing /usr/adm/accounting from 
/usr /lib/ crontab causes data. t~ be generated 
for daily, weekly; and tn.brtth1y reports 

oo * * * * /usr/adm/accounting > 
/dev/console 

• When accounting finds that the day, week, 
or month has changed sihce the last time it 

· ran accounting it i_nvokes· scripts to 
generate reports 

• The daily} weekly} and monthly scripts may be 
edited to fit yotir site 
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BILLING ACCOUNT OVERVIEW 

• The accounting system is based upon users, 
· groups, and activities 

• Users belong to groups 

• The tasks they do are called activities 

• An account is a grotip paired with an 
activity 

• To set up accounting by specific group, 
user, and activity, three files are required: 

/etc/group 
/etc/activities 
/etc/actwho 

• If these files ar~ not set up, accounting uses 
the users primary grotip (frorrt /etc/passwd) 
and sets the activity to rniscellaheous 

/etc/group other data 

ete/tietlvl~le 

usr / ad m/bill-err 

(£)1990 CONVEX - Education Center 10-005t Aug 6, l!HJO 
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The /etc/group File 

• Each group must have a specific ID: 
, 

engineer:*:100:williams;george,srnith 
software:*:200:anderson,johnson;bryce 
lp:*:300:george,johnson 
diag:*:400:gsrnith,james,knole,jessie 
docs:*:500:larson 
lang:*:600:larson,jensen 

• A user can belong to 16 grbtips 

I UJ!JO CONVEX - Education Center 10-006t Aug 0, l!J!JO 
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THE /etc/activities FILE 

• Billing activities are described iri the file 
/etc/activities 

• /etc/activities entries identify an activity's 
name and number 

• The format of /etc/activities entries is: 

name:number 

Example: 

misc:O 
backup:i8 
random:38 
develop:58 
support: 78. 
lp:98 
study:128 
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TIIE /etc/actwho FILE 

• Each actwho entry lists which tisers and 
' groups can bill to a particular activity 

• Use the /etc/edactwho com~and to edit this 
file 

• The format of actwho entries is: 
group. activity:user 1; user2p .. 

• An asterisk, which stands for ail; can 
replace group; a~tivity, or use~ 

• A single-charactet wildcard; ? ; can be used 
in group or activity 

Example actwho file: 
*.*:root 
*.-study: larson 
*.backups:larson 
engineer.develop:sm~th,george 
engineer. support·: wiliiams, george 
software.deveiop!ahderson,johnson 
software.support:bryce,johnson 
lp.*:george,johnson 
*.misc:.* 
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THE /usr/convex/bill COMMAND 

• The default group and activity are used by 
accounting unless the tiser uses the bill 
command to select a specific group and 
activity 

• The billing group can be changed to any 
group ID belonging to the tiser (given in 
/etc/group) 

• The billing activity can be changed to 
activities listed in the /etc/activities file 

• The /usr/convex/bill command. changes the 
account billing · 

• The bill command format: 

/usr / convex/bill group activity 
% bill software develop 

• If no parameters are given; the current 
account billing is displayed. 

% bill 

• If one parameter is given, it is assumed to 
be activity 

% bill support 
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ACCOUNTING SETUP 

• After invoking /usr / adm/ accton and 
/usr / adm/ accounting, zero-length files tnust 
be created and appropriate entries made in 
the "cap" files 

• The line printer zero~length files are: 

/usr / adm/lpd-a_cct 
/usr/adm/lpd-errs 

• Fields in /etc/printcap: 

af I if I pu 

• For tape allocation, create two zero-length 
· files in /usr / adm: 

touch tp-acct tp-errs 

• To record changes of default billing, create · 
the zero-length file bill-acct ·and to record 
billing errors, /usr / adm/bill-errs 

• To enable batch accourttirtg ( qtieue 
specific), ti~e the qmgr: · 

set activity id offset=0-9 
set aid_rnask -increment from /etc/activities 
set accounting=ort · 
set acc_logfile /usr/adrn/batch-acct 
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PROCESS ACCOUNTING .REPORTS 

• accounting is run from /usr/lib/crontab to 
determines which of the stripts to run 

/usr / adm/ daily 

/usr / adm/weekly 

/usr / adm/monthly 

• The daily, weekly; and monthly shell scripts 
process the accounting :records with the sa 
utility 

• The scripts can b·e modified at a local site 
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PROCESS ACCOUNTING REPORTS (page 2) 

• daily copies data to daiiyf 0-6~ 
\ 

o sa produces the appropriate usracct~ 0-6j 1 

savacct~ 0-6l 1 usracctw1 savacctw1 usracctm1 

and savacctm files 
' 

o An ASCTI daily report is treated irt the 
/usr / adm/ daily. u file 

• weekly creates an ASCtl report in .the 
/usr/adm/week.u file from usracctw and 
savacctw 

o The appropriate weekly files are 
propagated - u. w. man. day. yr1 

~~ w. man.day. yr 

• monthly creates an Asen report in. the 
/usr/adm/month.u file t1sirtg the summary 
information ih usaracctm ahd savacctm · 

o Monthly flies are created - u_. m. month. yr . 
. and s. m. month. yr 
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PROCESSiNG ACCOUNTiNG RECORDS 

• sa and lastcomm wi11 convert the binary 
/usr/adm/acct records to ASCII 

• Using the s option with sa, saves 
information to 2 files: 

/usr/adm/savacct . Contains accounting 
ihfortnation for each ·process 

/usr/adm/usracct Receives accounting . 
information for each user 
and grotip / activity 
combirtation 

The sa. command format: 

·;etc/sa options /usr/adm/acct 

• Without options the format includes: 

number of executions 
cpu time 
core usage 

{;HJ90 CONVEX - Education Center 10-013t 

real time 
average I/0 operations 
command name 
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THE sa tJTILiTY (Continued) 

• Some valid options are: 

c Include percentage of totai time 
d Sort by average number of disk 

I/ 0 operations 
D Print and sort by average 

number of disk 1/0 requests 
e Display records as they appear 

in the accounting fi1e 
g Specify by group 
s Save output in usracct and 

savacct 

• Fields in usracct and savacct 

CPU 
re 
k . 
av10 

tio 
k*sec 

u 
s 

Sum of User and system time 
Real time 
CPU-ti:tne averaged c6re usage 
Average !/0 operations 
Total I/ 0 operations · 
CPU storage integra1 (iK 
storage * seconds) · 
User CPU time 
System CPU time 

• The options selected determine which fields 
are displayed 
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sa OUTPUT. 

• /etc/sa -e output in~ludes: 

command executed 

· starting time 

total CPU time used 

tty identification 

user ID 

group ID 

activity ID 
elasped time 

memory use 

system CPU time 

rm 596130580 1. 49 tty04 0. 68 0 4. 97s 41k*sec 15510 1. 37 
ls 596130615 O. 14 tty04 O 68 O O. 31s 13k*sec Oio O. 07 
cp 596130688 0. 03 tty03 272 24 0 0. 24s Ok*sec 4io O. 03 
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PROCESSING REPORTS WITH IDTONAME 

• Deciphers accounting data 

• Converts user, group ·and activity ID's to a 
name 

• Converts timestamp to date 

• Writes to standard oti-tptit 

• Has the format: 

idtoname -/aegtux/ 

a 
e 

convert to activity name 
echo field 
convert to group name g 

t 
u 
X 

convert tirnestainp to ASCII date 
convert to user name 
ski_p field; do not print: 

• Specific fields can be sent to standard out: 

/etc/sa ~e I idtoname -eteeugaxxxx 

• Displays command, time started, CPU 
time, user name, group name and activity 
name 
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ACCOUNTING -REPORTS 

• The daily.p, weekly.p and month.p files are in 
ACSII format 

• The general format of these report files: 
o Numbe:r of command executions 
o Real time 
o CPU time 
o Average I/0 ·operations per execution 
o Core usage 
o Commahd name 

• Files used to generate reports: 
daily ( daily~ 0-6!) 
weekly ( u. w. ~ mon. day. yr!) 
monthly ( u. m. ~ mon~ yd) 

• Copy the data fi1e to another directory 
with the name savacctw: 

cd /trnp 
cp /usr /adm/daily5 savacctw 

• Process the data with the command: 

/etc/sa -Fw /dev/ntili > report 

• Because sa requires an accounting file name 
/dev/null is used here 
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REPORT GENERATlNG awk SCRIPTS 

• Accounting summary awk scripts reside in 
/usr / adm/sumscripts r,,0t,n J'l,<-MSC~cpfu 

• Use these scripts to output reports 

• Output from summary -Utilities can be 
piped through these scripts 

• Pipe the following utilities throtigh awk 
scripts: 

(/etc/diskuse I awk -f 
diskbygrp.awk) 

Utility 

/ etc/ connecttime 

/etc/ disk use 
/etc/ disk use 
/etc/ disktise 

/etc/sa -g 
/etc/sa -g 

{ l!J!JO CONVEX - Education Center 10-0lSt 

Stiintnary Script 

connecttime .. awk 

tliskbygrp.awk 
diskusrgrp.awk 
disktnerge.awk 

saby.act.awk 
sabygrp.awk 
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REPORT GENERATING awk SCRIPTS (cont.) 

• Scripts cart process information in general 
log format: 

(awk -f genbyact. awk /usr/adrn/lpd­
acct) 

Utility 

/usr / adm/lpd-acct 
/ usr / adrn/lpd-acct 
/ usr / adrn/lpd-acct 

-/ usr / adm/ tp-a_cct 

General Format Script 

_ gerthyact.awk 
gehbygrp.awk 
genbygrpact.awk 
tape.awk 

• Four utilities can be executed without 
script conversion: 

/etc/sa 
/etc/ diskuse 
/etc/ connecttime 
/etc/pac 
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awk SCRIPTS FOR sa dtJTPtJT 

•Awk scripts take the raw ASCII data 
produced by sa and summarize it 

• Two of the availabie scripts are: 

/usr / adm/sumscripts/sabyact. awk 
/usr / adm/sumscripts/sabygrp. awk 

• sabyact. awk summarizes the information by 
account 

• sabygrp. awk stiinmarizes the info:rmation by 
group 

• These scripts process the output of the sa -g · 
command · 

•Example: 

# /etc/sa -g awk -f /usr/adm/ \ 
sumscripts/sabygrp.awk 
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awk SCRIPTS (page 2) 

• The format of sabygrp. awk and sabyact. awk is: 

group/acct commands CPU I/0 operations memory 

Example sabygrp. awk output: 

bin 
staff 
bin 

9961 
3221 
961 

_£' l!J!JQ CONVEX - Education Center 

47.75cpu 
15.42cpu, 
9.91cpu 

10-021t 

22528tio 
1003itio 
24i9tio 

13833k*sec 
· 10002k*sec 

5719k:+:sec 
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CONNECT TlME ACCOUNTING 

• The binary file /usr/adm/wtmp contains 
records of 1ogins and 1ogouts . 

• The utility /etc/connecttime displays the 
contents of wtmp irt Asen 

• The format of connecttime otitptit is: 

event time tty UID GID activity id remote 

• Sample connecttime output: 

started 542291939 ttypo 754 49 0 
terminated 54229i54:0 ttypo 
started 542291497 ttypo .754 49 0 
started 542273627 tty37 124 67 0 
started 542272987 tty36 124 67 0 
terminated 5422685i9 ttypo 
terminated 542268276 tty37 
started 542267058 ttypo 59 53 0 
terminated 542265726· tty36 

0 event is either started br terminated 
. . 

o remote lias no coltitnn in this example 
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CONNECT TTh1E ACCOUNTING (page 2) 

• The output of connecttime can be 
. summarized by the awk script 

·· /usr / adm/sumscripts/ connecttime. awk 

• To run connecttime.awk, enter: 

# I etc/ connect time I\ . 
awk -f /usr/adm/sumscripts/connecttime. awk 

• The connecttime. awk outptit format is: 

connect time length UID GID activity _ID TTY remote 

Example connecttime. awk output: 

542291497 43 754 49 0 ttypo 
542272987 i7483 . i24 67 0 .tty34 
542267058 i461 · 59. 53 0 ttypo 
542266242 1487 124 67 0 tty37 
542263884 1704 -i -1 -1 ttypo 
542263563 17 0 10 0 ttypo 
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DISK USE ACCOUNTlNG 

• Disk use accounting is run through a 
combination of standard utilities, shell 
scripts and awk scripts 

• The main disk use utility is /etc/di'skuse 

• diskuse displays disk tisage for a directory 
by user and grotip 

• The diskuse command format: 

/etc/diskuse -d directory 
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SUMMARIZING PRINTER USE 

• The /etc/pac script displays a summary of 
printer use 

• Example: 

# /etc/pac 

• Example pac output: 

USER PAGES 
smith 6 
jones 20 
anders on 2 
TOTAL 28 

• Look at: man pac 
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$COST 
0.12 
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SUMMARIZiNG TAPE ·usE 

• The awk script /usr / adm/sumscripts/tape. awk 
summarizes the tape accounting 
information kept in /usr/adm/tp-acct 

• To run tape. awk, enter: 

# awk -f_ /usr/adm/sumscripts/tape. awk \ 
/usr/adm/tp-acct· 

• The tape. awk output format is: 

. time_allocated length UID GID activity_id tape_name 

• Example output: 

516668143 1 0 10 0 bogus 
516668158 · 92 0 10 0 bogus 
516668266 237408 0 10 0 bogus 
516906228 1105 293 60 0 unitO 
517678158 8710 75 53 o· unitO 
517686901 156 0 58 0 unitO 
517687061 872 0 58 0 unitO 
517687937 146 0 58 0 unitO 
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SYSTEM GENERATION 

• System generation involves modifying and 
booting the operating system kernel 

• Reasons for System generation: . 

o Creating non.,;,startda:rd swap partitions 
(7 .0 and previous operatihg systems) 

o Installing user-w:ritten device drivers 

o Installing CONVEX tJNix kernel 
patch code 

o Installing layered products with special 
device drivers (COVUEnet) 

• System generatioh steps: 

o Create a fi1e in the /sys/sysgen directory· 
that· matches yotir configuration - ' ' 

o Create the files for geheration with the 
/sys/sysgen/sysgen utility 

o Use the make utility to create the 
operating systetri linage 

o Copy the newly-created image to the 
SPU disk and /vmunix 

o Reboot the system with the new kernel 
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THE SYSTEM CONFIGURATION FILE 

• The sysgen utility uses a system 
configuration file to determine how to 
generate the new kernel 

• A template configuration file (REL_C1, 
REL_C2) exists in the /sys/sysgen/ directory 

o Copy this file and custom_ize it 

• Sample files are C1DEF and REL_C1.PROF · 
Do not use these as a template 

• The configtiration file contains: 

o Configuration and· option parameters 

o Hardware sp¢cifica.tions; only modified 
when adding tiser-written device · 
drivers 
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GLOBAL CONFIGURATION PARAMETERS 

• The first severa11ines of the configuration 
file define parameters glohai to all system 
files 

• Several of these parameters cah be 
modified to customize a particular site 

o Each parameter is defined on a 
separate line 

o The parameters are: 

machine ci The machine is either a Cl 
or 02 

cpu 11 c~1•• 

ident conj-filename 

maxmemsize 512 

options features 

The CPU type is '' C-1" or 
"C-2,; 

config_filename is the name 
of the. global configuration 
file for the sysgert 

Megabytes of memory 
supported by vmunix . ' . . .1mage . 

System options 

• Various operating system values are 
modified irt a boot file · 
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PARAMETERS (Continued) 

• Pseudo-devices should not be changed 

• Source is set to either yes or no 

• The last global configuration parameter is 
config 

o config Defines the location of standard 
devices needed by the kernel 

o The format of the config parameter is: 

conf ig vmunix root on daoa swap on device 

• The swap device is by defauit daOb 

o Additional devices are added by the 
swapon command 

o In version 7 .0 operating system, a single 
swap device tart be added in the SPtJ · 
file /mnt/ os/bootcmd. local 

o This sirtgle swap device replaces the 
default device /dev/daOb (n.o sysgen 
required) 

o In later versions of the operating 
system, multipie hon-h partitions cart 
be added as swap in the SPU file 
/mnt/ os/bootcmd. local 
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· HARDWARE SPECIFICATION SECTION 

• The hardware specification section in the 
configuration file .determines_ which device 
drivers are included in the operating 
system kernel 

• vmunix is built with all supported devices 

• If adding hardware ( special device drivers) 
that do not appear in the global 
configuration, edit the hard.ware portion of 
the configuration file 
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EXAMPLE CONFiGURATION FILE 

machine 
cpu 
ident 
mememsize 

options 

pseudo-device 
pseudo-device 
pseudo-device 
pseudo-device 
source 

config 

ci 
·"C-1" 
rel 32 
512 

nfs 1 
inet 1 
loop 1 
ether 1 
yes 

vmunix root on dao swap on daO and da1 
and da2 and da3 and cia4 and . . ddO and dd 1 
and dci2 and dd3 and. dd4 and dd5 and dd6 and 
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CONFIGURATION FILE (page 2) 

hardware 
ccu 7 type IOP 
multibus O 

controller type DKC-001 at csr Ox3f0 int 2 
unit O type DKD-001 · 
unit 1 type DKD-001 
unit 2 type DKD-001 
unit 3 type DKD-001 
controller type DKC-001 at csr Ox3f0 int 2 
unit o type DKD-001 
unit 1 type DKD-001 
unit 2 type DKD-001 
unit 3 type DKD-001 
controller type PRC-001 at csr OxOOO int 1 
unit o type PRT-001 
controller type LAN-001 at csr oxooo int 2 
unit o type ex . 
controller type LAN-003 at csr OxOOO int O 
unit o type NET-001 
controller type GPI-001 at csr oxooo int 1 
unit o type GPD-001 · 
controller type VER-001 ·at csr· oxooo into 
unit o type PLT-001 
controller type MTC-001 at csr oxooo into 
unit o type MTD-001 
unit 1 type MTD-001 
controller type LAN-002 at csr OxOOO into 
unit o type HYP-001 
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CONFIGURATION FILE (page 3) 

controller type AC.M-001 at csr OxOOO int 0 
unit o type tty 
unit 1 type tty 
unit 2 type tty 
unit 3 type tty 
unit 4 type tty 
unit 5 type tty 
unit 6 type tty 
unit 7 type tty 
unit 8 type tty 
unit 9 type tty 
unit 10 type tty 
unit 11 type tty 
unit 12 type tty 
unit 13 type tty 
unit 14 type tty 
unit 15 type tty 
unit o type tty 

CCU 6 type HSP 
driver HEC-001 csr Ox3333 
channel O type HED-001 

ccu 5 type VIOP 
vme o 
controller type UDD-002 ·at csr oxooo int O 
unit O type tty . 
controller type LAN-007 at csr oxooo int 1 
unit o type ex 
controller type DKC-203 at csr OxOOO int 1 
unit O type DKD-208 
unit 1 type DKD-208 
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THE /sys/sysgen/sysgen UTILITY 

• /sys/sysgen/sysgen utility creates files for 
system gerteration 

o Necessary directories and files are 
created 

o The sysgen command f ortnat: 

o /sys/sysgen/sys.gen config-filename 

• sysgen creates the directory 
/sys/config-filename and th~ fi1e 
/sys/config-filename/makefile 

• The makefile is used to create the 
operatihg system image .flies: . 

o Makefiies contain program and file _ 
dependencies for the vmunix and CCU's 
• images 

o Header files (.h) contaih the devices 
that are compiled into the system 

o The header file (_conf.h) contains the 
entry points for the driver 
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CREATiNG THB tMAG:fu FILES 

• The make utility creates the operating 
system images 

• The first make compiles sotirce files that are 
not up to date: 

o # cd /sys/ config-filehame 

o # make depend 

• Create the operating system image file 
vmunix and iop : · 

o # make > & make.out 

o Errors will he placed in the file make. out 

• The newly created itiiage fiie is moved to 
the /sys/config-filendme/os difecto:ry: 

o # make install 
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COPYING THE FILES TO THE SPU 

• The newly created file is copied to the SPU 
to boot the new operating system 

• Save a copy of the old kernel: 

o Invoke a SPU shell by entering -p from 
the consoie 

o The keyswitch nitist be set to LOCAL 
1v!AINTENANCE 

• From the SPU, enter the following 
commands: 

o (spu)> cd /mnt/os 

o (spu) > mv vriitinbc vintiriix.save 

o Terminate the SPU shell (-D) 

• Copy the operating system image to the 
SPU by entering: 

o # spu -w /rnnt/os/vmt1nix < 
/sys/ config-filename/os/vtnunix 
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BOOTING THE NEW KERNEL 
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\ 

• In order to Use the new kernel reboot the 
new system 

• Use shutdown to bring the ~ystem down to 
the SPU 

• Reboot CONVEX UNIX 

• If problems occur with the iiew kernel 

o return to the SPtJ 
o Restore the old OS image to 

/mnt/ os/vmunix 

• When the new· operating system kernel is 
working correctly copy the iniage file to 
the CONVEX UN:p( fiie /vmunix : . 

o # spu -r /tnnt/os/vnitihix > 
/tmp/hold . 

o # mv /tmp/hold /vtnt.tnix 
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SECURITY FEATURES 

• Each tty line can be set tip to require an 
additional pass"\Yord 

• A user named dialin must be added to the 
/etc/passwd file 

o A dialin password is required : 

o Passwd entry: 
dialin::280:58::/ :/bin/fa1se 

• The passwd command is used to assign the 
_ dialin passwd 

• Each line is represented by a file in the / dev 
directory · 

• The lines thkt a:re·to require a dialin 
· password start with ttyd _rather than tty/0-9} 

#ffiV /dev/ttyOi /dev/ttyd1 to rename 
device 

• The line JI s /etc/ttys entry must reflect the 
new name: 
ttydl 
ttyd2 .. 

"/ etc/ getty D1200'; 
"/etc/getty b12dd;' 

@1990. CONVEX- Education Center 12-00lt 
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SECURITY. FEATURES (Continued). 

• The system will atitotnatical1y log failed 
login attempts if the fiie /usr/adm/badlogins 
exists 

• The fallowing information 'is kept in 
badlogins : 

time tty username 

• Example badlogin ehtries: 

Fri Aug 7 07: 39: 30 1987 tty09 mark.er 
Fri Aug 7 08: io: 29 i987 ttyof drops 
Fri Aug 7 08: 33: 18 19~7 ttyd1 broggs 
Fri Aug 7 09: 09: 24 i987 tty1e ff 
Fri Aug 7 13: 07: 29 i 987 tty~a smith. 
Fri Aug 7 13: 4i: 58 i987 ttypb root 
Fri_Aug i 14:i6:28 i987 ttyp8 root 
Fri Aug 7 14: 20: 23 i987 ttypb root 
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ERASING DELETED FILES 

\ 

• The operating system has the ability to 
erase deleted files 

• If erasing is enabled; any blocks that are 
freed will be overwritten with a pattern 

• The erasi.ng feature is enabled by setting 
· the operating system kefne1 variable 
erase unlink 

• The pattern to_ be written is kept in the 
-- operating system kerrtei variable 
erase_pattern 

• Example entries for setting the above in 
/mnt/os/bootcmd.local oii the S:i?tJ 

· tune cpu · erase-1.irtlink = 1 . 
tune cpti e:rase_patterh = FFFFFFFF 
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LOGGING FAILED FILE ACCESSES 

• The system has the f aci1ity to record 
information on each failed file access 

• ASCII reports can be generated from the 
logfile 

• Logging will discorttintie if the filesystem 
becomes 98% fuli 

• Logging is etlab1ed antl disabled with the 
/ etc/f aillogon command 

• The f aillogon command format is: 

/etc/faillogon filename 

• filename is the naine 6f the fiie containing 
records of f ai1ed access atteirtp.ts · · 

o The file rntist exist for logging to work 

o The file is /usr / adm/f ailure. log 

o If filename is hot specified, failure 
logging is turned off 
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THE /usr/adm/faillogpr COMMAND 

• The /usr/adm/faillogpr command displays a 
report of failed file accesses 

• The f aillogpr command format is: 

/usr /adrn/f aillogpr filename 

• faillogpr displays the fo11owiflg information 
on each failed fi1e access: 

time uid errno mode command file 

• uid will contain both the effective and real 
user IDs if they differ . 

• errno is the access error type as described in 
intro(2) in the Programmer's Reference· 
Manual · 
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THE /usr/adm/faillogpr COMMAND (page 2) 

• mode is the access attempted 

• command is the command. tised in the failed 
attempt 

• filename is accurate at the time the report is 
created, not when the record was created 

Example: 

# /usr/adrn/faillogpr /usr/adm/failure log 
Fri Aug 10 07: 55: 37 1990 skiles EACCES W csh /etc/passwd 
Fri Aug- 10 07: 55: 51 1990 anderson EACCES R grep /etc/re 
Fri Aug 10 07: 56: 17 1990 williatns EAGCES WX rm /mnt/smith/. 
Fri Aug 10 07:56:40 1990 jones EA9CES X csh /usr/adm/faillogpr 
Fri Aug 11 19:08:54 1990 hopley EACCES X csh /mnt/hople_y/ca.lendar 
# 
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SECURITY AIDS 

• Look for devices outside /dev directory 

• Check r /w permissions for disk device files, 
all setuid root files, /etc/passwd, /etc/group 

• Log all super-user. accesses 

• Set up complete pla.n for which 
directories/flies are accessible 

• Compare passwd file from yesterday's every 
· day 

• Encourage tisers to tise crypt 

• Umask defati1t to 077 

•Run /etc/ rt check -s oh the hase system 
when it is installed 

• Compare with· later tti:hs to see if any 
methods to break into yotir security have 
been used 
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